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EFFECTIVENESS OF CONSUMER PROTECTION LAW IN
CROSS BOARDER E-COMMERCE

Nithya Prakash!

I. ABSTRACT

Digital markets transcend geographic boundaries Cross-border e-commerce has thus
become a driving force for global trade. However, the rapid growth of online
shopping across countries has created significant challenges regarding consumer
protection. This article examines the effectiveness of consumer protection laws in
protecting consumer rights related to cross-border transactions. By analysing issues
related to challenges in jurisdictions Lack of consistency in standards and consumer
remedies mechanisms This study aims to provide insights into the complexities of
enforcing consumer protection in a globalized economy and across borders, e-
supporting the establishment of strong organizations. Legal framework to protect

consumers in the evolving trade landscape
II. KEYWORDS:

Consumer protection, cross-border e-commerce, legal frameworks, jurisdictional

challenges, harmonization, international comparisons, consumer rights.
Quote:

"In the age of globalization, we must ensure that the protections of the law extend beyond

borders, safeguarding the rights of consumers everywhere."
III. INTRODUCTION

At a time when the world is more connected than ever, the emergence of international
online trade brings with it benefits and potential obstacles for buyers and companies.
As the digital market expands beyond its borders The challenge of protecting
consumer rights within different legal systems has become increasingly important.

The wide availability of online shopping has created many opportunities to purchase

1 Student In Presidency University Banglore, Karnataka.
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goods and services globally. However, it also Buyers are at risk of potential problems
such as fraud, low-quality products. and limited solutions when conflict arises. That's
how it should be. This sentiment is strong in the consumer protection sector. It
emphasizes the need to adjust the legal system that prioritizes the welfare and safety
of individuals. This is especially true in the vast and sometimes unregulated world of
international trade. It assesses the difficulties faced by consumers. Assess the current
legal structure and emphasizes the critical need for uniformity in the law. So that

consumers can confidently explore the global market.

Legal barriers are a major obstacle to ensuring consumer safety in the world of
international online shopping. Deciding which country's courts are responsible for

resolving disputes between international consumers and sellers can be complicated.
e Lack of uniform laws

The lack of consistent regulations for international e-commerce can lead to
jurisdictional ambiguity in cross-border transactions. Although there is a goal in
preparing guidelines many international agreements, such as the CISG, often do not
explicitly cover consumer protections. In addition, differences in international
consumer protection regulations create confusion about the laws applicable in cross-
border conflicts. In some jurisdictions, for example, "place of business" rules may
require that disputes be resolved in the seller's country. This has a negative impact on
consumers. However, the EU Brussels Regulation attempts to resolve this issue by

making it possible for consumers to pursue their rights in their home country.

e The clause determines the applicable law and jurisdiction over any disputes

that may arise.

Many global agreements include provisions “Choice of Law” and “Choice of Forum”
clauses that specify the country in which the law firm will apply to the contract and
the location in which any disputes will be resolved. These clauses can cause problems
for consumers who may be subject to the rules in Other countries in certain
jurisdictions Courts may find these terms to be unenforceable if they unfairly harm

consumers. However, enforcement still shows nuances.
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e Lack of consistency in consumer protection standards.

A major barrier to online shopping around the world is the inconsistency of consumer
protection regulations between different sectors. Although the internet has made
international transactions easier, but there are still rules related to consumer rights
that are not connected. This difference leads to an unbalanced situation. Where
customers in one country receive strong protection while another country has less

protection.

For example, the EU has a well-established system for protecting consumers that
remains in place in all member states, with directives such as the Consumer Rights
Directive (2011/83/EU)? being uncertain and confusing. Because of this distribution
Consumers are therefore often at risk. This is especially true when engaging in cross-
border transactions. The key point is that businesses can take advantage of these
differences to set up operations in areas with less stringent regulations. This may make
it more difficult for consumers to protect their rights. Lack of consistency hinders the
main goal of consumer protection, which is guarantees. Honesty and Openness in
Transactions In addition, global efforts to adapt consumer protection regulations, such
as the UNGCP, face challenges due to different national interests and unique legal,

economic, and cultural situations. In different countries

IV. CASE LAWS:

e The case Pammer v. Reederei Karl Schliiter GmbH & Co KG (C-585/08)3
illustrates the jurisdictional challenges of cross-border online commerce as seen
in the European Court of Justice. The court decided that a consumer is allowed
to take legal action against a foreign company in their own country if the
company's actions target consumers in that country, demonstrating the

challenges in safeguarding consumers in global transactions.

2 Consumer Rights Directive (2011/83/EU), European Union law.
3 Pammer v. Reederei Karl Schliiter GmbH & Co KG (C-585/08), European Court of Justice, [2010] ECR I-
12527.

© 2024. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)



541 LawFoyer International Journal of Doctrinal Legal Research [Vol. I Issue III]

e Google Spain SL v. Agencia Espafiola de Protecciéon de Datos (AEPD)* and
Mario Costeja Gonzélez (C-131/12) highlights the importance of consistent
regulations across borders to safeguard consumers in the digital market, even

though it mainly deals with data protection.
A. Ongoing problems:

The rapid growth of e-commerce sites such as Amazon, Alibaba, and others has made
the fragmented consumer protection problem even more acute in recent years. These
platforms operate in many countries. But they follow different legal rules. This often
results in consumers lacking adequate legal remedies. is growing rapidly the need for

a global legal framework for continued protection.

B. Issues of consumer compensation mechanisms in cross-border

cases

In the field of cross-border e-commerce, consumers face significant obstacles in trying
to resolve issues, largely due to jurisdictional complexity. Diverse legal systems and
minimum enforcement tools This causes conflicts between consumers and traders

from other countries.
C. Jurisdictional Barriers:

One of the key challenges in cross-border consumer disputes is determining the
appropriate jurisdiction for legal proceedings. Consumers often need to pursue claims
in the country where the seller or service provider is located. This can be expensive
and difficult. Many customers are prevented from seeking compensation because of
the costs and time involved in taking legal action in another country. ECJ Case C-
240/98 Oceano Grupo Editorial® SA v. In Rocié Murciano Quintero, it was considered

that contractual clauses Requiring consumers to appear in court in another country is

4 Google Spain SL v. Agencia Espariola de Proteccion de Datos (AEPD) and Mario Costeja Gonzilez (C-131/12),
European Court of Justice, [2014] ECLI:EU:C:2014:317.

5 Oceano Grupo Editorial SA v. Rocié Murciano Quintero (C-240/98), European Court of Justice, [2000] ECR
1-04941.
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unfair. It emphasizes the importance of consumer-friendly international jurisdictional

agreements.
D. Differences in legal standards:

Different countries have different levels of consumer protection. This results in
differences in the protection of consumer rights. In some places, consumers have
stricter protections. But in another place the legal options available may not be
sufficient. These formats cause confusion for customers and hinder their ability to
determine their rights during international transactions. The EU CPC Regulation
seeks to standardize consumer protection across Member States. However,

enforcement challenges lie beyond the EU framework.
E. Enforcement Challenges:

Even if a favorable decision is obtained in a foreign court, It may still be difficult for
consumers to enforce these decisions. Many countries do not have agreements or legal
systems to facilitate the easy implementation and implementation of foreign court
decisions. Consumer victories in court are often more symbolic than practical. This is
due to the lack of a globally enforceable mechanism. This happens when consumers
win over good decisions in their home country. But it faces challenges when trying to

enforce decisions in other regions.

F. Alternative dispute resolution (ADR) and online dispute

resolution (ODR):

were created to solve the problem of traditional litigation. In particular, ODR is
becoming more and more popular. as it provides a more convenient way to resolve
disputes in online businesses. Launched in 2016, the EU's La ODR platform provides
consumers with an easy way In resolving disputes with cross-border merchants,
however, its effectiveness is limited because businesses choose to participate

voluntarily and ADR standards vary across different jurisdictions. °In Koch v

6 https:/ /curia.europa.eu/juris/liste.jsf?language=en&num=C-203/17.
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Vodafone, ODR forums played a key role. Resolve consumer disputes arising from

cross-border transactions involving telecommunications services...
G. Consumer Ignorance:

Many consumers are not aware of their options for solving problems. This is especially
true when dealing with business in different countries. Lack of awareness makes
access to justice difficult. This is because consumers don't know where to file a
complaint or what legal options they have. Improving transparency and providing
consumers with more details about cross-border protection mechanisms will greatly
enhance the effectiveness of consumer protection laws in this situation.” In eBay v.
France, French consumer protection authorities claimed that eBay should be
responsible for compensating French buyers who bought counterfeit products from
sellers on the website. International transactions demonstrate the challenge of holding

global online shopping platforms accountable for the behaviour of individual sellers.
H. Digital security and privacy concerns in cross-border e-commerce

In the growing world of international online shopping Concerns about digital security
and privacy have become paramount. Consumers often share large amounts of
personal data on international platforms without fully understanding how their data
is handled in different jurisdictions. This creates a major vulnerability as countries
There are different data protection standards. This makes it difficult to protect

consumer privacy.

One key problem is the uneven enforcement of data privacy regulations. This is
despite the fact that regions such as the European Union have strict regulations such
as the 8General Data Protection Regulation (GDPR) to guarantee strict data privacy.
But some countries lack appropriate legal structures. As a result, consumers are at risk
of data breaches. identity theft and misuse of personal data. For example, GDPR's

emphasis on data minimization and obtaining user consent differs markedly from less

7 https:/ /www.courdecassation.fr/jurisprudence_2/chambre_commerciale_574/336_30185.html.
8 https:/ /edpr.eu/.
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stringent regulations in many countries outside the EU. This difference results in a

variety of protections that are difficult for companies and customers to understand.

Additionally, cross-border transactions often require the involvement of third-party
intermediaries. This may be the secret of sensitive information. Cross-border transfers
of personal data raise concerns about data sovereignty. Including where the
information is stored and under which jurisdiction. Countries without strong
cybersecurity laws can act as safe havens for cybercriminals who take advantage of

these legal gaps to commit fraud. They often face few consequences under the law.
I. Important Legal Precedents and Global Guidelines

One notable example is °Google LLC v. CNIL (2019), in which the Court of Justice of
the European Union considered that The "right to be forgotten" in the GDPR is limited
to the EU. This is an international context that highlights conflicts between privacy
rights and jurisdiction. This example demonstrates the challenge of implementing a
consistent legal framework for cybersecurity that spans multiple countries. This is

especially true when customer data passes through various legal systems.

10Schrems II (2020) is another important case representing the EU-U.S. Privacy Shield,
a landmark agreement for transatlantic data transfers. This decision emphasizes the
importance of using adequate data protection measures when transferring personal
data outside the EU. This shows the difficulty in enforcing cross-border data privacy

laws.
J. The problems and solutions are now becoming clear.

HEven today Consumers are also concerned about how e-commerce platforms will

manage data security. This is because cyber attacks are increasing. The emergence of

9 Google LLC v. CNIL, Case C-507/17, Court of Justice of the European Union (CJEU) (24 September
2019).

10 Schrems II, Case C-311/18, Court of Justice of the European Union (CJEU) (16 July 2020)

1 A. Smith, "The Risks of Artificial Intelligence in E-commerce," Journal of Cybersecurity, vol. 5, no. 2,
2023, pp. 45-59.

United Nations, "Cybersecurity: A Global Challenge," UN Cybersecurity Report 2022, New York:
United Nations, 2022.

Asia-Pacific Economic Cooperation, "Cross-Border Privacy Rules System," accessed October 3, 2024,
APEC website.
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artificial intelligence and big data analysis has raised concerns. Because at present
various businesses Personal information can be easily accessed as always. And
although these technologies are useful in increasing service efficiency, it also creates

new risks. For consumers as well.

Addressing these issues requires global cooperation and alignment of digital security
norms. Global organizations such as ITU and UNCITRAL are working together to
build a structure that supports cyber security at the international level. However, the
lack of internationally accepted regulations on data security is a major obstacle. Efforts
to close this divide include international agreements such as the APEC Cross-Border
Privacy Rules (CBPR), which are designed to create a unified approach to data

protection across the Asia-Pacific region.

Cross-border e-commerce has expanded significantly. But with this growth comes
complex legal challenges. This is especially true in terms of jurisdiction. consumer
protection and law enforcement Important cases have resolved these issues. It
provides important insights into the effectiveness of cross-border consumer

protection laws.
1. eBay Inc v. L'Oreal SA (C-324/09)12

This is the case with eBay and other online platforms. It is responsible for detecting
counterfeit products sold on its platform. L'Oreal claims that eBay encourages the sale

of counterfeit products and violates trademark and consumer protection laws.

Facts: L'Oreal accused eBay of allowing the sale of counterfeit products. This damages
the brand and misleads consumers. L'Oreal is seeking to hold eBay accountable for

failing to prevent such sales, which eBay contends is merely an intermediary.
Issues:

e Whether online platforms like eBay can be held responsible for the sale of

counterfeit goods.

12 Court of Justice of the European Union, "Judgment of the Court (First Chamber) of 12 July 2011 - eBay
Inc. v. L'Oréal SA," Case C-324/09, ECLLEU:C:2011:474.
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e To what extent do consumer protection laws apply to intermediaries in cross-

border e-commerce?

Arguments:

L'Oréal's argument: eBay has an obligation not to sell counterfeit products on its
platform. eBay is directly responsible for trademark infringement by allowing such

products to be sold.

eBay's argument: As a third-party platform, eBay argued that it is not responsible for
user-generated content or transactions. Its role is only to facilitate sales and purported

sellers are responsible for the legality of their goods...

Verdict: The European Court of Justice (ECJ) ruled that although platforms like eBay
are not directly responsible for every counterfeit product sold, But they must take
proactive steps to prevent illegal sales when they become aware of such activities. The
court emphasized that intermediaries cannot completely abstain from liability for

violations of consumer protection laws.

Importance: This case establishes the obligation of online platforms to ensure that
consumer protection laws are enforced in cross-border transactions. Explain that

forums are not just bystanders but play a role in protecting consumers.
2. Spiegel Online GmbH v. Volker Beck (C-516/17)13

This case addressed the limits of consumer protection in the context of cross-border

data protection and privacy rights.

Facts: Volker Beck, a German politician, had authored a controversial academic paper,
which Spiegel Online, an online news portal, published without his consent. Beck
claimed this violated his privacy rights and sought legal recourse, even though the

content was available internationally.

Issues:

13 Spiegel Online GmbH v. Volker Beck (C-516/17), European Court of Justice, Judgment of 1 October
2019.
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e Does the publication of private information on cross-border platforms infringe

on personal rights under consumer protection and privacy laws?

e What legal recourse does a consumer have when their data or privacy is

violated by an e-commerce entity operating in a different jurisdiction?

Arguments:

Beck's Argument: The publication violated his privacy rights under the European
Union's data protection laws, which should extend to the online sphere, particularly

given the cross-border reach of the platform.

Spiegel Online's Argument: The publication was justified under freedom of
expression, and the cross-border nature of the platform meant that jurisdictional

issues should limit Beck’s claims.

Judgment: The ECJ ruled in favor of Beck, stating that the right to privacy and data
protection could not be waived simply because the content was published online. The
court emphasized that e-commerce platforms must respect privacy rights even when

operating in cross-border contexts.

Significance: This case set a precedent for the application of privacy laws in the
context of cross-border e-commerce, demonstrating the importance of protecting

consumer rights, particularly when personal data is involved.
3. Quill Corp. v. North Dakota (504 U.S. 298)14

Facts: Quill Corp., a Delaware-based office supply company, sold products through
mail orders to customers in North Dakota without a physical presence there. North
Dakota attempted to impose a use tax on Quill's sales, which the company challenged,

arguing that it had no "nexus" (physical presence) in the state.
Issues:

e Can a state impose a tax on a company that engages in cross-border e-

commerce without having a physical presence in the state?

14 Quill Corp. v. North Dakota, 504 U.S. 298 (1992). - South Dakota v. Wayfair, Inc., 585 U.S. (2018).
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¢ How do cross-border e-commerce transactions interact with traditional

taxation laws?

Arguments:

North Dakota's Argument: Quill Corp. was deriving economic benefit from residents
of North Dakota and should be subject to the state's tax laws even without a physical

presence.

Quill's Argument Since the company had no physical presence in North Dakota, it

was not subject to the state's jurisdiction for taxation purposes.

Judgment: The U.S. Supreme Court ruled in favour of Quill, stating that states could
not impose sales taxes on companies without a physical presence in the state. This

ruling was later overturned by South.

Dakota v. Wayfair, Inc.(2018), which held that economic activity, not physical

presence, could establish nexus.

Significance: Quill established key principles regarding taxation in cross-border e-
commerce, and its eventual overturning in *Wayfair** reflected the changing
landscape of online commerce, highlighting how consumer protection and business

regulations must evolve with technology.
K. National and international consumer protection laws

Consumer protection laws are critical to ensuring consumers' rights in cross-border
online shopping. Both in the country and around the world These laws are designed
to guarantee fair business practices, transparency, and the opportunity to seek
compensation for fraudulent or unfair practices. But the impact of these laws varies.

And legal barriers often make enforcement more difficult.
L. Enactment of consumer protection laws at the national level

at the national level Most countries have enacted laws to protect consumers. However,
their scope and implementation vary greatly. In India, for example, the Consumer
Protection Act 2019 improves consumer rights by improving the complaint redressal

process and toughening penalties for False advertising Central must also deal with -
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the Consumer Protection Agency (CCPA) has been established. Despite these reforms,
Court decisions in various countries are Still difficult to enforce Especially for sellers
abroad. In the United States Federal Trade Commission Act The FTC Act provides
substantial protection to consumers by prohibiting deceptive or unfair commercial

practices, such as e-commerce.
M.International laws to protect consumers

Globally, there is no single overarching legal structure regulating consumer protection
in international online trade, but'> UNCITRAL, OECD, and other organizations Have
created standards to promote cooperation among countries. UNGCP provides widely
accepted standards for countries to adapt to, but enforcement varies because the

guidelines are voluntary.

16The General Data Protection Regulation (GDPR) and the Consumer Protection
Cooperation Regulation create a highly developed framework for cross-border
consumer protection in the EU GDPR. It is not only focused on data protection. But it
also affects consumer protection by imposing strict requirements for data security.
This is especially true in e-commerce. Additionally, the EU's Rome I Regulation helps
to decide the national law applicable to consumer contracts in international conflicts.

This reduces ambiguity in jurisdiction.
V. IMPORTANT LEGAL PRECEDENTSY

Google Spain SL v Agencia Espafiola de Protecciéon de Datos (AEPD) and Mario

Costeja Gonzalez (2014) is a legal case that occurred in Spain.

This decision of the European Court of Justice introduces the concept. GDPR's 'right

to be forgotten' affects how companies around the world handle consumer data.

¢ A lawsuit involving a data breach at Sony Playstation in the United States

occurred in 2011

15 UNCITRAL. (2020). Legislative Guide on Consumer Protection.

16 General Data Protection Regulation (GDPR), EU Regulation 2016/679.

17 Court of Justice of the European Union. (2014). Google Spain SL v. AEPD and Mario Costeja Gonzdlez
(C-131/12).
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This situation involves a major cross-border data breach. in which the consumer's
personal financial information is disclosed This emphasizes the importance of data
protection. and has resulted in increased scrutiny of consumer protection in online

transactions.
¢ Buyer Beware Principles in the Case of the Indian Consumer Protection Act

While India is taking a more consumer-friendly approach, the previous "buyer
beware" principle has left consumers with limited options in cross-border disputes.
And recent changes in the Consumer Protection Act have shifted the focus away from

this. with an emphasis on holding e-commerce platforms accountable

VI. REAL-LIFE EXAMPLES OF CROSS-BORDER E-COMMERCE
CONFLICTS

1) Compare Alibaba and Gucci

A major cross-border e-commerce dispute involves Chinese e-commerce leader
Alibaba and Italian luxury fashion brand Gucci. Gucci has taken legal action against
Alibaba. They claim that the platform infringes on their brand by allowing the sale of
counterfeit products. This situation underscores a key problem in international online

trade: the differing approaches of different countries' legal systems.

In terms of intellectual property rights and counterfeit products and the lack of
consistent intellectual property laws across different jurisdictions. Make various

brands It faces the challenge of protecting its products around the world.

Significance: The conflict highlights the importance of global cooperation in

supporting intellectual property rights and consumer protection in cross-border e-
commerce. Especially on platforms that are available all over the world. Alibaba
reveals shortcomings in enforcing legal norms internationally Despite efforts to deal

with counterfeiting.
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18] egal Precedent: Kering S.A. versus Alibaba Group Holding Ltd. Submitted to the

U.S. District Court, Southern District of New York in 2015.
2) Amazon and EU disagree on VAT avoidance?

Amazon has had a number of conflicts over its avoidance of Value Added Tax (VAT)
in Europe, with many non-EU merchants, mostly from China. Use the Amazon
platform to use products without proper VAT management. This has caused local
businesses to suffer and EU countries to lose a significant amount of tax revenue.
Amazon has informed various European countries Removing VAT from non-EU

sellers. could solve the problem of evasion resulting in tax policy adjustments...

Importance: This illustration highlights the difficulty of enforcing local tax laws on
international sellers in cross-border e-commerce. It also emphasizes the importance of
regulatory structures such as the EU's recent VAT regulations. It is designed to tackle
tax evasion in online transactions. Legal case: The European Commission sued

Amazon EU in 2017 over alleged tax evasion.
3) eBay's Dispute with Australian Government Agencies2

One issue arose when eBay was told by the Australian Competition and Consumer
Commission (ACCC) to suspend rules that restricted buyers to using PayPal only for
sales. to crack down on anti-competitive practices in Australia on eBay, a US-based
company; accused of participating in the practice Where consumer protection laws
differ from those in the United States The case highlights the challenges for
international online shopping platforms in navigating various legal structures. related

to the payment system Anti-competitive issues and consumer needs...

Importance: This illustration highlights the difficulties cross-border e-commerce

platforms face in complying with various regulatory frameworks. In different

18 Kering S.A. vs. Alibaba Group Holding Ltd., U.S. District Court, Southern District of New York,
Case No. 15-cv-04264, 2015.

19 European Commission. (2017). State aid: Commission opens in-depth investigation into tax treatment of
Amazon in Luxembourg. Retrieved from European Commission.

BBC News. (2020). Amazon'’s tax avoidance tactics scrutinized by EU. Retrieved from BBC News.

De la Mano, M., & J. A. (2020). Taxation and the Digital Economy: A European Perspective. European
Competition Journal, 16(1), 9-21.

20 Australian Competition and Consumer Commission v. eBay Inc., [2008] FCA 696 (Austl.).
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countries This affects competition law and consumer protection. Legal precedent:

Australia's competition with eBay Inc in 2008... -Consumer Commission lawsuit.

4) Comparing PayPal and Indian Foreign Direct Investment

Regulations

Indian regulators have been closely scrutinizing PayPal for not adhering to foreign
direct investment (FDI) norms and data localization guidelines set by the Reserve
Bank of India (RBI). The Reserve Bank of India has been ordered to keep the data. All
payments are made within the country. This contrasts with international payment
platforms such as PayPal, highlighting the challenge of balancing international online

business activities with national data protection laws and financial regulations.

Importance: This illustration demonstrates the complex issues businesses face when
enforcing laws from various sectors. Contrary to international business practices
which relates to financial regulations data privacy and consumer protection in cross-
border e-commerce. Legal precedent - even if there is no relevant court case.

Localization of data Mandates play an important role in this debate.
5) Difficulties in upholding court decisions in different countries

Enforcing decisions in cross-border e-commerce is a major obstacle. Even if a
consumer is successful in a legal dispute in their home country. But it may be very
difficult to enforce that decision in another jurisdiction. Different countries have
different legal systems. And some countries do not support foreign judgments
without special treaties or agreements. Consumers may not be encouraged to proceed
with troubleshooting because the process is inconsistent. Recognizing that enforcing

legal victories may be time-consuming, expensive, or impractical.

Lazarus Kaplan International, Inc. v. In the case of KBC Bank, American courts faced
significant obstacles in enforcing judgments against the Belgian bank. Due to

jurisdictional issues and the validity of foreign judgments.

The Hague Convention on the Recognition and Enforcement of Foreign Judgments in
Civil and Commercial Matters, despite its potential But it has not yet been widely

ratified because of difficulties in enforcing the rules that hamper their effectiveness in
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practice. This causes confidence in international online shopping to decline. This

results in a lack of protection... which puts consumers at risk.
6) Effectiveness of cross-border consumer protection agreements

Different consumer protection agreements have been created in response to barriers
to cross-border e-commerce. One important example is the ASEAN Agreement on
Electronic Commerce. which tries to standardize rules in member countries by
creating a more consistent and user-friendly environment across Southeast Asia.
Similarly, UNCITRAL played a key role in drafting the Model Law to promote
cooperation and cooperation in international consumer disputes. The UNCITRAL
Model Law on Electronic Commerce establishes a structure to prevent conflicts and
guarantee legal protection in business transactions. However, these frameworks often
have issues with enforcement and adoption by states. Resulting in decreased

effectiveness in practice.

The United Nations Convention on the Use of Electronic Communications is an
international treaty (2005), which attempts to unify e-commerce law worldwide. It has

been used the least. As a result, the potential impacts will be reduced.

7) Gaps in various institutions to protect consumers in cross-border

transactions

Despite the participation of key global organizations such as the WTO and OECD,
there are still sufficient shortcomings to guarantee success in consumer protection in
cross-border e-commerce. The main priority of the WTO is to facilitate trade with a
weak consumer protection framework. This is despite measures such as the OECD
Guidelines for Consumer Protection in Electronic Commerce being implemented. But
its voluntary nature precludes enforcement. The lack of centralized enforcement
authority has resulted in these practices remaining largely untargeted. with member

countries following suit at different levels.

© 2024. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)



554 LawFoyer International Journal of Doctrinal Legal Research [Vol. I Issue III]

One example of these institutional constraints is the case of 2leBay International AG v
Creative Festival Entertainment Pty Ltd, in which the court faced jurisdictional and
enforcement challenges in cross-border consumer transactions. Additionally,
organizations such as the International Consumer Protection Enforcement Network
(ICPEN) face challenges in coordinating different legal systems. This has resulted in

gaps in enforcement that are detrimental to consumer protection.

8) Comparison of consumer protection laws in the EU, USA and

China.

Due to the different legal systems and economic regulations in the European Union
(EU), United States (USA) and China, there are unique strategies to protect consumers

in international online shopping.

European Union (EU): The European Union has a uniform set of laws to protect

consumers, based on the Consumer Rights Directive (2011/83/EU) and the General
Data Protection Regulation (GDPR). It guarantees strong consumer protection
through privacy policies. Transparent product returns, rights of withdrawal and data
privacy rights are provided. The EU provides assistance in resolving disputes through
tools such as online dispute resolution (ODR) platforms, which help consumers and

businesses resolve disputes without having to go to court.

United States: Consumer protection in the United States is divided between federal

law and state law. Leading to a more decentralized system, the FTC plays a key role
in focusing on unfair or deceptive practices as outlined in the FTC Act. But the United
States does not yet have a comprehensive federal consumer protection law like the
European Union. Some of the most important laws include the Electronic Signatures
in Global and National Trade Act (E-SIGN) and the Children's Online Privacy
Protection Act (COPPA).

21 eBay International AG v. Creative Festival Entertainment Pty Ltd [2011] NSWCA 182 (Australia).
22 E-commerce Law of the People’s Republic of China (2019), which outlines the legal framework for
e-commerce operations, emphasizing consumer rights protection.
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China's E-commerce Law of 2019 emphasizes the importance of protecting consumer
rights and enforces strict requirements on e-commerce platforms in terms of
transparency and consumer data protection. China regulates counterfeit products and
unfair competition. The Cybersecurity Act provides an additional layer of protection
for consumer privacy. Despite these discrepancies but enforcing regulations is
difficult as e-commerce expands across the country. Legal precedent: Schrems I case
(2015) in which the Court of Justice of the European Union (CJEU) annulled the Safe
Harbor agreement between the EU and the United States. This reveals conflicting data

protection standards in international transactions.

The international application of consumer protection laws to online shopping
shows considerable variation in effectiveness across sectors. By experiencing both

success and defeat, success:

The EU's standardized consumer protection rules make this a global standard. ODR
mechanisms help consumers easily resolve disputes, while GDPR sets a global
benchmark for data privacy. The huge fine levied by the French regulator CNIL
against Google, worth €50 million, under the GDPR demonstrates the EU's tough

enforcement measures.

In the United States, the FTC has fined large companies like Facebook and Amazon
for violating privacy and consumer rights. Domestic e-commerce laws enacted in 2016
in FTC vs. United States It was effectively demonstrated in the Amazon case, where

Amazon refunded customers for unauthorized in-app purchases.
Error:

In China, though, e-commerce laws have resulted in significant action against

counterfeit goods. But the enforcement of such laws is not equal. Especially with

[l Anti-Unfair Competition Law of the People’s Republic of China, which addresses issues related
to counterfeit products and maintains fair competition in the market.

O Cybersecurity Law of the People’s Republic of China (2017), which provides comprehensive
guidelines for protecting personal information and privacy.

O Zhang, L. (2020). “Challenges in Enforcing E-commerce Regulations in China.” Journal of E-
commerce Law, vol. 12, no. 3, pp. 45-60.

[ Schrems v. Data Protection Commissioner, C-362/14, Court of Justice of the European Union,
(October 6, 2015).
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multinational companies the large Chinese market has logistical problems. And some
regulations give local businesses more advantages. Resulting in unbalanced

international transactions.

The lack of consistent national consumer protection laws for online businesses in the
United States has resulted in inconsistent enforcement. This is especially true in cases
involving cross-border transactions. Example from legal precedent: The 2021 case of

Transatlantic Consumer Law, Inc. v. Google LLC, underlined.

International organizations are critical to pushing for harmonization of cross-border
e-commerce consumer protection laws. Dealing with inconsistencies between national

regulations and increased law enforcement around the world.

ZThe United Nations Commission on International Trade Law (UNCITRAL) laid

the foundations for a global regulatory framework with the Model Law on Electronic
Commerce (1996), which urged countries to Enforce consistent legal guidelines for e-

commerce

OECD: The OECD plays an important role in promoting global cooperation in e-
commerce. The OECD Guidelines on Consumer Protection in E-commerce (1999,
revised in 2016) provide detailed plans for countries. To improve its consumer
protection system, the OECD influences legislation in the European Union, the United

States, and other regions. To create more safety and openness Ecommerce area’

1. 2 United Nations Commission on International Trade Law (UNCITRAL), Model Law on
Electronic Commerce, 1996, available at: UNCITRAL Model Law.

2. Organisation for Economic Co-operation and Development (OECD), OECD Guidelines on
Consumer Protection in E-commerce, 1999, revised 2016, available at: OECD Guidelines.

3. European Union, Regulation (EU) 2017/2394 on cooperation between national authorities
responsible for the enforcement of consumer protection laws, available at: EU Consumer Protection
Regulation.

4. World Trade Organization (WTO), Joint Declaration on E-commerce, 2019, available at: WTO
Joint Declaration.

5. International Consumer Protection and Enforcement Network (ICPEN), About ICPEN,
available at: ICPEN Overview.

6. ICPEN, Annual Report on Cross-Border Consumer Complaints, available at: ICPEN Annual
Report.
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The World Trade Organization (WTQ) is primarily concerned with trade. But it is

also working on e-commerce regulation, such as the Joint Declaration on e-commerce
initiatives aimed at reducing trade barriers and standardizing e-commerce regulations

among member states. But progress has been limited.

ICPEN promotes cooperation between consumer protection agencies around the
world. Annual clearance inspections detect violations of consumer rights in online

markets. which helps enforce laws around the world.
VII. CONCLUSION

2The importance of strong consumer protection laws in cross-border e-commerce
cannot be stressed enough as digital markets grow globally. With technology that
allows modern consumers to purchase products with a simple click. No matter where
they are This newfound freedom also has potential dangers. He emphasized the
importance of lawmakers and groups. who work together to create appropriate
structures to protect consumers The need for a more unified approach to protecting
consumers around the world is underlined by jurisdictional disputes. Lack of
consistent standards and gaps in the correction mechanism, he deserves it, which
promotes ethical business practices and builds trust with customers and companies.
In the end, the effectiveness of consumer protection in international online commerce
depends on our shared dedication to protecting consumer rights. This ensures that
they are well-informed and empowered. According to philosopher Mahatma Gandhi,
a “no” said with firm conviction is better than a “yes” said to please others or avoid

trouble. With this frame of mind, we should aim for legislation that truly expresses

241 E-commerce Growth: OECD, "The Digital Economy," OECD.

O Potential Dangers: UNCTAD, "Digital Economy Report," UNCTAD.

[l Collaboration for Protection: European Commission, "Consumer Protection Cooperation,"
European Commission.

Jurisdictional Disputes: Smith, R. (2021). "Jurisdictional Issues in Cross-Border E-Commerce," Journal
of International Law.

[ Lack of Consistent Standards: WTO, "Consumer Protection in International Trade," WTO.

[J Ethical Business Practices: World Economic Forum, "The Future of Consumer Protection," WEEF.
[ Consumer Rights Protection: UN Guidelines for Consumer Protection, United Nations.

[l Mahatma Gandhi Quote: Gandhi, M. (1958). The Collected Works of Mahatma Gandhi.

U Legislation for Equality and Justice: International Organization of Consumers, "Consumer Rights
and Protection," Consumers International.
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the principles of equality and justice. To ensure the safety of consumers in a rapidly

changing global market.

© 2024. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)



	cover page 1
	LIJDLR_PAPER-32 (Vol II, Issue III)

