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THE EVOLUTION AND REGULATION OF E-COMMERCE IN 

INDIA: LEGAL FRAMEWORK, CHALLENGES, AND FUTURE 

DIRECTIONS 

Dr. Siddhant Chandra1 & Dhiraj Kumar Sharma2 

I. ABSTRACT 

India's e-commerce sector has emerged as one of the fastest-growing digital markets globally, with 

projections indicating exponential growth from USD 107.7 billion in 2024 to USD 650.4 billion by 

2033. This transformative growth is driven by increasing internet penetration, widespread 

smartphone adoption, robust digital payment infrastructure exemplified by the Unified Payments 

Interface (UPI), and progressive government initiatives such as Digital India. However, this rapid 

expansion has necessitated the development of a comprehensive legal and regulatory framework to 

address multifaceted challenges including consumer protection, data privacy, intermediary liability, 

intellectual property rights infringement, and cross-border taxation complexities. This research 

article examines the evolution of e-commerce in India through the lens of its regulatory architecture, 

analyzing key legislations such as the Information Technology Act 2000, Consumer Protection (E-

Commerce) Rules 2020, and the Digital Personal Data Protection Act 2023. The study explores the 

dichotomy between marketplace and inventory-based business models, investigates emerging issues 

related to artificial intelligence-driven commerce, counterfeit goods proliferation, and cross-border 

transactions, and evaluates dispute resolution mechanisms including online dispute resolution 

platforms. Through doctrinal analysis and examination of judicial precedents, this article identifies 

critical gaps in the current regulatory framework and proposes recommendations for harmonizing 

consumer protection with innovation. The findings reveal that while India has established a 

progressive regulatory ecosystem, challenges persist in enforcement, platform accountability, and 

adapting to rapidly evolving technologies. The article concludes that a balanced approach 

 
1 Assistant professor at Xavier law school , Xavier University (Kolkata). Email: 
siddhantchandra21@gmail.com. 
2 Student of B.A LL.B 9th semester, Vinoba Bhave University, Hazaribag, Jharkhand (India). Email: 
sharmadhirajkumar123@gmail.com. 
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integrating technological advancement with robust consumer safeguards is essential for sustainable 

e-commerce growth in India's digital economy. 

II. KEYWORDS 

E-commerce regulation, Digital Personal Data Protection Act, Consumer protection, 

Intermediary liability. 

III. INTRODUCTION 

The digital revolution has fundamentally transformed commercial transactions 

worldwide, with e-commerce emerging as a cornerstone of modern economic activity. 

India, with its burgeoning internet user base of 690 million as of 2023 representing 

approximately 40% of the population, stands at the forefront of this digital transformation. 
3The country's e-commerce market, valued at USD 107.7 billion in 2024, is projected to 

reach USD 650.4 billion by 2033, reflecting a compound annual growth rate (CAGR) of 

19.70%. This unprecedented growth trajectory positions India as a critical player in the 

global digital economy, with estimates suggesting it will become the third-largest online 

retail market by 2030. 4 

The proliferation of e-commerce in India has been catalyzed by multiple convergent 

factors. Enhanced internet penetration, particularly in Tier II and Tier III cities which are 

projected to contribute 64% of e-commerce business by FY30, has democratized access to 

digital marketplaces. The widespread adoption of smartphones, expected to reach 1.18 

billion users by 2026, has created an unprecedented mobile-first commerce ecosystem. 

Furthermore, India's digital payment infrastructure, exemplified by the Unified Payments 

Interface (UPI) which processes approximately 12 billion transactions monthly and 

 
3 C Sekhar, M Priyadharshini and N Priyavardhini, ‘Prospects of E-Commerce Industry in India’ (2023) 4 
Asian Journal of Management and Commerce; Anil Varma and Samrat Ray, ‘The Case of Amazon's E-
Commerce Digital Strategy in India’ (2023) 19 World Journal of Advanced Research and Reviews. 
4 Mohammed Alhashem and others, ‘Exploring the Factors Affecting Online Trust in B2C E-Commerce 
Transactions in India: An Empirical Study’ (2023) 8 International Journal of Professional Business Review. 
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accounts for 46% of global digital transactions, has facilitated seamless financial 

transactions. 5 

However, this rapid digital expansion has generated complex legal and regulatory 

challenges requiring comprehensive policy interventions. Issues ranging from consumer 

protection in digital marketplaces, data privacy and security, intermediary liability for 

counterfeit goods, intellectual property rights enforcement, to cross-border taxation 

complexities demand sophisticated legal frameworks that balance innovation with 

consumer safeguards. This article examines the evolution of e-commerce regulation in 

India, analyzing the legal architecture governing digital commerce, identifying critical 

challenges, and proposing recommendations for sustainable development of the sector.6 

IV. LEGAL AND REGULATORY FRAMEWORK GOVERNING E-

COMMERCE IN INDIA 

A. The Information Technology Act, 2000:- Foundation of Digital Commerce  

The Information Technology Act, 2000 (IT Act) constitutes the foundational legislation 

governing electronic commerce in India. Enacted to provide legal recognition to electronic 

transactions and digital signatures, the IT Act established the juridical infrastructure 

necessary for e-commerce operations. Key provisions include Section 79, which delineates 

intermediary liability, providing safe harbour protection to platforms that function as 

neutral facilitators without active participation in content creation or modification. 7 

The IT Act's significance extends to establishing the legal validity of electronic contracts, 

digital signatures, and electronic records, thereby facilitating paperless trading essential 

for e-commerce operations. Section 72A prescribes penalties for unauthorized disclosure 

 
5 T Padmavathi, ‘DOES SUSTAINABLE WORK ENVIRONMENT INFLUENCE WORK ENGAGEMENT, 
JOB SATISFACTION AND EMPLOYEE RETENTION? PERSPECTIVES FROM E-COMMERCE 
INDUSTRY’ (2023) 17 Revista de Gestao Social e Ambiental. 
6 Md Saiful Bari, ‘21st CENTURY INDIA AND BANGLADESH BETWEEN CONSIDERING TRADE 
RELATION OPPORTUNITIES AND CHALLENGES’ (2021) 4 JBFEM. 
7 Som Sekhar Bhattacharyya, Saurabh V. Chahande and T Vinay Kumar Reddy, ‘Exploring the Factors 
Impacting Seller Performance During Online Sales Events in the E-Commerce Marketplace in India’ (2022) 
12 International Journal of Asian Business and Information Management. 
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of personal information in breach of lawful contracts, providing preliminary data 

protection safeguards. The Act's intermediary provisions, particularly following 

amendments in 2008 and the subsequent Information Technology (Intermediary 

Guidelines) Rules 2011, have been crucial in defining the responsibilities and liabilities of 

e-commerce platforms. 8 

However, judicial interpretation has revealed complexities in applying the safe harbour 

provisions to e-commerce marketplaces. The distinction between "active" and "passive" 

intermediaries, articulated in cases such as Christian Louboutin SAS v. Nakul Bajaj, has 

become central to determining liability. Courts have held that platforms engaging in 

activities beyond mere facilitation—such as inventory management, pricing control, or 

preferential treatment of sellers—may lose their intermediary protection, potentially 

incurring liability for third-party infringements.9 

B. Consumer Protection (E-Commerce) Rules, 2020:- Safeguarding Digital 

Consumers 

The Consumer Protection (E-Commerce) Rules, 2020, enacted under the Consumer 

Protection Act, 2019, represent a comprehensive regulatory framework specifically 

designed to address the unique challenges of digital marketplaces. These rules impose 

extensive obligations on e-commerce entities, including mandatory disclosure of product 

information, country of origin, return and refund policies, and seller details. 10 

The Rules prohibit unfair trade practices including manipulative pricing, discriminatory 

treatment of consumers, flash sales, and related party transactions that provide 

preferential treatment to specific sellers. E-commerce platforms must establish effective 

grievance redressal mechanisms, appoint compliance officers, and ensure transparency in 

search rankings and sponsored listings. The prohibition against selective discounting and 

 
8 Pranav Shankar, ‘Impact of E-Commerce in India on Merger of Public Sector Banks’ (2021) 4 International 
Journal of Financial Management and Economics. 
9 Dr. Madhura Milind Kulkarni and Ms. Zeba Khan, ‘THE EVOLUTION AND IMPACT OF E-COMMERCE 
ON MALLS IN INDIA: A COMPARATIVE ANALYSIS’ [2023] EPRA International Journal of Economic 
and Business Review. 
10 Karine HAJI, ‘E-Commerce Development in Rural and Remote Areas of BRICS Countries’. 
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arbitrary classification aims to prevent predatory pricing practices that could disadvantage 

small sellers and distort market competition. 11 

Significantly, the Rules distinguish between marketplace and inventory-based e-commerce 

models, imposing different regulatory obligations on each. Marketplace entities, which 

merely provide platforms connecting buyers and sellers, are subject to specific 

transparency and disclosure requirements, while inventory-based models, where the 

platform owns and sells products directly, face stringent consumer protection obligations. 

The Central Consumer Protection Authority (CCPA) has been empowered to investigate 

violations and impose penalties, including the issuance of Guidelines for Prevention and 

Regulation of Dark Patterns in 2023, which identify thirteen specific deceptive design 

practices. 12 

C. Digital Personal Data Protection Act, 2023:- Privacy in the Digital Age 

The Digital Personal Data Protection Act, 2023 (DPDP Act) marks India's first 

comprehensive data protection legislation, establishing a legal framework for processing 

digital personal data while balancing individual privacy rights with legitimate data 

processing needs. Enacted six years after the Supreme Court's landmark K.S. Puttaswamy 

v. Union of India judgment recognizing privacy as a fundamental right under Article 21, 

the DPDP Act draws inspiration from the European Union's General Data Protection 

Regulation (GDPR). 13 

The DPDP Act applies to digital personal data processed within India, whether collected 

online or subsequently digitized, and extends to processing outside India if conducted for 

offering goods or services to Indian consumers. Core principles include consent-based 

processing, where personal data may be processed only for lawful purposes with explicit, 

 
11 Tumpa Banerjee and others, ‘Implementing E-Commerce Model for Agricultural Produce: A Research 
Roadmap’ (2019) 7 Periodicals of Engineering and Natural Sciences. 
12 Biresh Kumar and others, ‘A Static Machine Learning Based Evaluation Method for Usability and 
Security Analysis in E-Commerce Website’ (2023) 11 IEEE Access. 
13 Amit Kumar Bhanja and PC Tripathy, ‘Innovative Marketing Strategies for Select E-Commerce 
Companies in India - A Review’ (2018) 5 SMS Journal of Entrepreneurship & Innovation. 
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informed, and unconditional consent from data principals.14 Data fiduciaries—entities 

collecting, storing, or processing personal data—must ensure data accuracy, implement 

robust security measures, delete data upon purpose completion, and notify both the Data 

Protection Board of India (DPBI) and affected individuals in case of data breaches. 15 

The Act grants data principals comprehensive rights including access to information, 

correction of inaccuracies, erasure of data, grievance redressal, and nomination of 

representatives in case of death or incapacity. Special protections apply to children's data, 

requiring verifiable parental consent and prohibiting harmful processing or advertising 

targeting minors under 18 years. Violations attract penalties, with data principals subject 

to fines up to Rs 10,000 for filing false complaints, while data fiduciaries face substantially 

higher penalties for non-compliance. 16 

The Draft Digital Personal Data Protection Rules, 2025 elaborate operational aspects 

including notice requirements, consent manager registration, breach notification protocols, 

and establishment of the DPBI with digital-first operations. For e-commerce platforms 

handling vast quantities of consumer data for personalized recommendations, targeted 

advertising, and transaction processing, compliance with the DPDP Act represents a 

fundamental operational requirement. 17 

D. Foreign Direct Investment Policy:- Marketplace versus Inventory Models 

India's Foreign Direct Investment (FDI) policy on e-commerce creates a critical regulatory 

distinction between marketplace and inventory-based models, with significant 

implications for market structure and foreign participation. The policy permits 100% FDI 

 
14 Shyam Jivan Salunkhe, ‘A Study of Growth of E-Commerce Business of India in Post Pandemic Era: An 
Overview’ (2023) 4 British Journal of Multidisciplinary and Advanced Studies; Rajeev Kumar, ‘E-
Commerce in India: Challenges and Opportunities’ (2023) 6 International Journal of Research in Finance 
and Management. 
15 Sanjeev Prashar, T Sai Vijay and Chandan Parsad, ‘Effects of Online Shopping Values and Website Cues 
on Purchase Behaviour: A Study Using S–O–R Framework’ (2017) 42 Vikalpa. 
16 Tanmayee Tushar Parbat and others, ‘Explore the Short Video’s Technology in E-Commerce in India’ 
[2021] International Journal of Scientific Research in Computer Science, Engineering and Information 
Technology. 
17 GK Kiruthik Srinivaas -, ‘E-Commerce and Exports in India: A Time Series Data Approach’ (2023) 5 
International Journal For Multidisciplinary Research. 
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in marketplace-based e-commerce through the automatic route, while prohibiting any FDI 

in inventory-based models. 18 

Marketplace-based e-commerce, defined as providing an information technology platform 

enabling buyers and sellers to transact, allows platforms to function as neutral facilitators 

without owning inventory or directly selling products. This model requires platforms to 

maintain independence from sellers, prohibiting direct or indirect equity participation in 

vendor entities, licensing of platform brands to sellers, or influencing product pricing. The 

rationale underlying this policy framework is to protect small and medium retailers from 

unfair competition while promoting a level playing field. 19 

Conversely, inventory-based models, where e-commerce entities own product inventory 

and sell directly to consumers, remain closed to foreign investment. This restriction aims 

to protect traditional retail sectors and prevent foreign-owned entities from leveraging 

capital advantages to dominate the market through predatory pricing. However, the 

policy's implementation has generated controversies, with allegations that some platforms 

engage in practices blurring the marketplace-inventory distinction through complex 

corporate structures and preferential arrangements with affiliated sellers. 20 

The Standing Committee on Commerce in its 2022 report on "Promotion and Regulation 

of e-commerce in India" recommended strengthening enforcement mechanisms, 

establishing quantitative thresholds for "gatekeeper" entities requiring targeted regulation, 

and ensuring transparency in platform operations. These recommendations reflect 

ongoing policy debates about balancing foreign investment promotion with protection of 

domestic retail interests.21 

 
18 Vipin Jain, Satyendra Arya and Rajeev Gupta, ‘An Experimental Evaluation of E-Commerce in Supply 
Chain Management among Indian Online Pharmacy Companies’ (2019) 8 International Journal of Recent 
Technology and Engineering. 
19 ABHINAYA KRISHNA -, ‘Critical Analysis: Interplay of E-Commerce and Consumer Protection, in 
Conformity with International Standards’ (2024) 6 International Journal For Multidisciplinary Research. 
20 Xiaoyang Wang, ‘Comparing Traditional Commerce to E-Commerce and IoT and the Understanding of 
Trust for the Consumer’ (2022) 2022 Wireless Communications and Mobile Computing. 
21 Jitendra Mohan Mishra, ‘The Need for an E-Commerce Platform for India’ (2012) 7 Atna - Journal of 
Tourism Studies. 
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V. BUSINESS MODELS IN INDIAN E-COMMERCE 

A. Marketplace Model:- Platform-Based Facilitation 

The marketplace model, exemplified by platforms such as Flipkart, Amazon India, and 

Snapdeal, represents the predominant e-commerce structure in India. In this model, e-

commerce platforms provide technological infrastructure enabling multiple independent 

sellers to list products, connect with customers, and execute transactions. The platform 

does not own inventory but generates revenue through commissions, subscription fees, 

advertising charges, and logistics services.22 

Key advantages of the marketplace model include scalability, reduced capital 

requirements, diversified product offerings, and risk mitigation through distributed 

inventory management. Sellers retain control over inventory, pricing, and fulfillment, 

while accessing the platform's extensive customer base and technological capabilities. For 

consumers, marketplace models offer unprecedented product variety, competitive pricing 

through seller competition, and convenience of centralized purchasing.23 

However, marketplace models present regulatory challenges, particularly regarding 

platform accountability for seller misconduct, counterfeit goods, and consumer grievances. 

The "intermediary liability" framework under the IT Act provides conditional safe harbour, 

but determining whether platforms exceed neutral facilitation through algorithmic 

recommendations, preferential seller arrangements, or logistics integration remains legally 

contentious.24 

B. Inventory Model:- Direct-to-Consumer Sales 

The inventory model, where e-commerce entities own product inventory and sell directly 

to consumers, offers distinct advantages in quality control, faster delivery, and integrated 

 
22 Mohammad Abdallah Ali Alryalat and others, ‘Perceived Barriers to Business-to-Government (B2G) E-
Commerce Adoption: The Case of Government E-Marketplace (GeM) Portal in India’ (2023) 19 
International Journal of Electronic Government Research. 
23 Dr Umang Mittal and Divya Sharma, ‘Effect of E-Business in India: Opportunity and Challenges’ (2023) 
04 International Journal of Research Publication and Reviews. 
24 G Rama Purushothama Reddy, S Sreenivasulu and D Himamsha, ‘Emerging Trends of E-Business 
Models in India’ [2022] Journal of Production, Operations Management and Economics. 
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customer experience. Platforms like Nykaa (which operated initially on an inventory 

model before transitioning to hybrid), Lenskart, and certain product categories on Amazon 

demonstrate this approach.25 

Inventory-based platforms manage end-to-end operations including procurement, 

warehousing, quality assurance, pricing, marketing, and fulfillment. This vertical 

integration enables superior customer experience through consistent product quality, 

standardized packaging, reliable delivery timelines, and streamlined returns processing. 

However, inventory models require substantial capital investment, carry inventory risk, 

and face scalability constraints compared to marketplace platforms.26 

The FDI prohibition on inventory models has compelled foreign e-commerce entities to 

adopt marketplace structures, fundamentally shaping India's e-commerce landscape. This 

regulatory framework has generated both intended consequences—protecting small 

retailers from deep-pocketed foreign competition—and unintended effects, including 

complex corporate structures attempting to circumvent restrictions.27 

C. Hybrid Model:- Integrated Approach 

Recognizing the complementary strengths of both models, many e-commerce platforms 

adopt hybrid approaches, operating marketplace platforms while maintaining limited 

inventory for specific product categories or during peak demand periods. This flexibility 

enables platforms to optimize fulfillment costs, ensure product availability for high-

demand items, and maintain quality standards for sensitive product categories. 28 

 
25 ‘A STUDY ON EFFECTS OF E- COMMERCE ON RETAIL INDUSTRY IN INDIA’ (2022) 13 Journal of 
Pharmaceutical Negative Results. 
26 Nguyen Xuan Trung and others, ‘Research on the Application of E-Commerce to Small and Medium 
Enterprises (SMEs): The Case of India’ (2019) 9 Business and Economic Research. 
27 Bhawna Koli and others, ‘A STUDY OF SOME OBSERVATIONS OF FDI RULES AND POLICY ON E‐
COMMERCE IN INDIA’ (2023) 2 VIDYA - A JOURNAL OF GUJARAT UNIVERSITY; Sulabh Agarwal and 
Shekhar Srivastava, ‘CHANGING BUSINESS PATTERN OF E-COMMERCE INDUSTRY OF INDIA: A 
COVID 19 EFFECT’ (2021) 3 Proceedings on Engineering Sciences. 
28 Pallavi Gladwin - and Sebastian T Joseph -, ‘An Analysis on Current Fashions, Complexities & Prospects 
for India in E-Commerce’ (2023) 5 International Journal For Multidisciplinary Research. 
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Hybrid models allow platforms to leverage marketplace scalability for most product 

categories while retaining inventory control for strategic items, private label products, or 

categories requiring quality assurance. However, hybrid operations must navigate 

complex FDI compliance requirements, ensuring that inventory-based activities do not 

violate foreign investment restrictions. 29 

VI. EMERGING CHALLENGES IN E-COMMERCE REGULATION 

A. Artificial Intelligence and Consumer Protection 

The integration of artificial intelligence (AI) in e-commerce operations presents novel 

regulatory challenges at the intersection of consumer protection, privacy, and algorithmic 

accountability. AI-powered systems drive personalized recommendations, dynamic 

pricing, targeted advertising, chatbot customer service, and fraud detection, 

fundamentally transforming consumer experiences.30 

However, AI applications raise significant concerns regarding algorithmic bias, 

manipulative targeting, privacy invasion, and erosion of consumer autonomy. 

Personalized advertising based on behavioral profiling can exploit consumer 

vulnerabilities, perpetuate existing biases, and create discriminatory outcomes, 

particularly in critical sectors like credit and insurance where pricing correlates with risk 

profiles. The opacity of AI decision-making processes—often characterized as "black box" 

algorithms—complicates accountability when consumers suffer harm from automated 

decisions. 31 

The Consumer Protection Act's provisions against unfair trade practices apply to AI-

driven commerce, but enforcement challenges persist due to the complexity of algorithmic 

 
29 Mrs Arati Ramchandra Magdum, ‘E-Commerce Users in India’ (2019) Special Issue International Journal 
of Trend in Scientific Research and Development; KC Narayana, M Ganesan Dean and J Pavithra, ‘An 
Impact of Investment of E Commerce in India’ (2019) 8 International Journal of Recent Technology and 
Engineering. 
30 Rishav Upadhyay - and Pratiksha Bharadwaj -, ‘Legal Framework of E-Commerce’ (2024) 6 International 
Journal For Multidisciplinary Research. 
31 Mahesh K. M., PS Aithal and Sharma K. R. S., ‘Open Network for Digital Commerce -ONDC (E-
Commerce) Infrastructure: To Promote SME/ MSME Sector for Inclusive and Sustainable Digital Economic 
Growth’ [2022] International Journal of Management, Technology, and Social Sciences. 
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systems and difficulty proving manipulative intent. The CCPA's Guidelines on Dark 

Patterns address some AI-enabled deceptive practices, but comprehensive regulatory 

frameworks specifically governing AI in e-commerce remain nascent. International 

comparisons reveal that jurisdictions like the European Union, through the proposed AI 

Act and Digital Services Act, are developing sophisticated AI governance frameworks that 

India may benefit from studying. 32 

B. Counterfeit Goods and Intellectual Property Enforcement 

The proliferation of counterfeit goods on e-commerce platforms constitutes a critical 

challenge undermining brand integrity, consumer safety, and intellectual property rights. 

E-commerce facilitates counterfeiting through anonymized seller accounts, cross-border 

transactions complicating jurisdiction, inadequate platform vetting mechanisms, and the 

speed and scale of digital distribution. 33 

Counterfeit products infringe trademarks, copyrights, patents, and design rights, exposing 

brand owners to reputational damage and economic losses while posing health and safety 

risks to consumers purchasing substandard goods. The Indian Penal Code Section 486, 

Trademarks Act 1999 Section 104, and Copyright Act 1957 Section 63 provide legal 

remedies, but enforcement remains challenging in the digital environment. 34 

Platform liability for counterfeit goods depends on whether platforms qualify as neutral 

intermediaries or active participants in infringement. Judicial precedents, including the 

Delhi High Court's decision in Beverly Hills Polo Club v. Amazon awarding $39 million 

damages, emphasize platform responsibilities in monitoring and removing infringing 

listings. The Court in Indiamart Intermesh Limited v. Puma SE examined whether 

 
32 SANJAY KESHAORAO KATAIT, ‘Evaluation of E-Commerce Success in India’ (2015) 8 
INTERNATIONAL JOURNAL OF COMMERCE AND BUSINESS MANAGEMENT. 
33 ‘E-COMMERCE: PROMOTING ENTREPRENEURSHIP IN INDIA’ (2021) 4 GAP 
iNTERDISCIPLINARITIES - A GLOBAL JOURNAL OF INTERDISCIPLINARY STUDIES. 
34 Priyanka Sharma, Saumya Satija and Dhanjay Yadav, ‘A Study of Consumer Adoption of Chatbot in E-
Commerce Sector in India’ (2023) 9 VEETHIKA-An International Interdisciplinary Research Journal. 



138                            LawFoyer International Journal of Doctrinal Legal Research                       [Vol. III Issue IV] 

© 2025. LawFoyer International Journal of Doctrinal Legal Research                              (ISSN: 2583-7753) 

allowing sellers to select brand names from dropdown menus constitutes active 

participation or passive hosting. 35 

Effective counterfeit enforcement requires multi-stakeholder cooperation including 

mandatory seller verification, AI-powered counterfeit detection systems, transparent 

notice-and-takedown procedures, and robust penalties for repeat violations. Brand 

protection strategies include worldwide intellectual property registration, active 

marketplace monitoring, consumer education campaigns, and collaboration with platform 

anti-counterfeiting programs like Amazon's Brand Registry. 36 

C. Cross-Border E-Commerce and Taxation Challenges 

Cross-border e-commerce presents complex taxation and regulatory challenges arising 

from jurisdictional ambiguities, diverse national tax systems, and the intangible nature of 

digital transactions. India's e-commerce taxation framework under the Goods and Services 

Tax (GST) requires online sellers to register and pay taxes regardless of turnover, unlike 

offline sellers enjoying exemption thresholds of Rs 40 lakh for goods and Rs 20 lakh for 

services. 37 

This disparity has generated recommendations from the Standing Committee on 

Commerce to extend GST exemptions to online sellers proportionate to offline 

counterparts, permit virtual business registration, and allow sellers with turnover below 

Rs 1.5 crore to pay flat 1% tax. Cross-border transactions face additional complexities 

including customs duties, varying VAT regulations, potential double taxation, and 

definitional challenges in determining permanent establishment and taxable presence. 38 

 
35 Ajay Poudar, Akaash Vakharia and DrB Mathivanan, ‘Quick Freshes - A Localized E-Commerce Platform 
for Indian Customers and Retailers’ [2023] International Journal of Information technology and Computer 
Engineering. 
36 Bibhu Dash and others, ‘A Review of ONDC’s Digital Warfare in India Taking on the e-Commerce 
Giants’ (2022) 11 International Journal of Engineering & Technology. 
37 Shouvik Kishore Majumdar, Angana Parashar Sarma and Srishti Majumdar, ‘E-Commerce and Digital 
Connectivity: Unleashing the Potential for Greater India–ASEAN Integration’ (2020) 2 Journal of Asian 
Economic Integration. 
38 Mukesh Kumar, ‘Future E-Commerce Market in India’ [2022] Interactive science. 
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The absence of global tax standards for e-commerce creates compliance burdens for 

businesses operating across multiple jurisdictions, opportunities for tax avoidance through 

transfer pricing and profit shifting, and revenue losses for governments unable to 

effectively tax digital commerce. The OECD's Base Erosion and Profit Shifting (BEPS) 

project and recent agreements on global minimum tax rates reflect international efforts 

toward harmonized taxation frameworks. 39 

For India, balancing revenue collection with e-commerce growth promotion requires 

careful policy calibration. Recent policy changes including the United States' elimination 

of de minimis exemption for certain shipments illustrate how taxation policies directly 

impact cross-border e-commerce viability. India's e-commerce platforms must navigate 

these evolving international tax regimes while maintaining competitiveness. 40 

D. Data Privacy and Security Risks 

E-commerce platforms process vast quantities of sensitive personal information including 

financial data, purchase histories, browsing patterns, location information, and 

demographic details, creating significant privacy and security risks.41 Data breaches, 

identity theft, unauthorized data sharing, and insufficient consent mechanisms represent 

persistent challenges undermining consumer trust in digital commerce. 42 

The DPDP Act 2023 establishes comprehensive obligations for e-commerce platforms as 

data fiduciaries, requiring explicit consent for data collection, transparent notice regarding 

data usage, robust security measures preventing breaches, and prompt breach 

notifications. However, implementation challenges include ensuring meaningful consent 

 
39 Bhawna Koli, Pawan Bhura and Manu Umesh, ‘AN ANALYTICAL REVIEW OF GROWTH OF E-
COMMERCE TOWARDS CONSUMERS IN INDIA’ (2023) 2 International Journal of Management, Public 
Policy and Research. 
40 Charles Jebarajakirthy and others, ‘How Do Value Co-Creation and E-Engagement Enhance E-Commerce 
Consumer Repurchase Intention?’ (2021) 30 Journal of Global Information Management. 
41 AK Kashyap and M Chaudhary, ‘Cyber Security Laws and Safety in E-Commerce in India’ (2023) 89 Law 
and Safety; Pankaj Gupta and Ankur Sharma, ‘E-Commerce in India- A New Perspective’ (2022) 2 
Integrated Journal for Research in Arts and Humanities; Madhurima Khosla and Harish Kumar, ‘Growth 
of E-Commerce in India: An Analytical Review of Literature’ (2017) 19 IOSR Journal of Business and 
Management. 
42 ‘A STUDY OF GROWTH PROSPECTS OF ONLINE RETAILERS AND E-COMMERCE IN INDIA’ [2023] 
International Research Journal of Modernization in Engineering Technology and Science. 
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in contexts of information asymmetry, protecting children's data while enabling age-

appropriate commerce, and balancing personalization benefits with privacy protection. 43 

Cybersecurity threats targeting e-commerce platforms include phishing attacks, payment 

fraud, account takeovers, and distributed denial-of-service attacks. The IT Act's provisions 

on cybersecurity and the DPDP Act's security safeguards must be complemented by 

industry best practices including encryption, multi-factor authentication, regular security 

audits, and employee training. 44 

VII. DISPUTE RESOLUTION MECHANISMS 

A. Traditional Consumer Dispute Forums 

The Consumer Protection Act 2019 establishes a three-tier consumer dispute redressal 

mechanism comprising District Consumer Disputes Redressal Commissions, State 

Consumer Disputes Redressal Commissions, and the National Consumer Disputes 

Redressal Commission (NCDRC). This framework provides statutory remedies for 

consumers suffering from defective products, deficient services, unfair trade practices, or 

misleading advertisements.45 

Significantly, the Act grants consumers the right to file complaints from any location, 

eliminating geographic constraints previously limiting access to justice. Product liability 

provisions enable consumers to seek compensation for losses caused by defective 

products, with manufacturers and sellers held jointly and severally liable.46 The NCDRC 
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exercises jurisdiction over complaints valued above Rs 2 crore and appellate jurisdiction 

over State Commission orders. 47 

The e-filing portal developed by the Department of Consumer Affairs enables digital 

complaint registration, document submission, case tracking, and status monitoring, 

enhancing accessibility and transparency. This digitalization aligns with broader Digital 

India initiatives promoting technology-enabled governance. 48 

B. Online Dispute Resolution Platforms 

Recognizing the limitations of traditional litigation for resolving high-volume, low-value 

e-commerce disputes, India has witnessed the emergence of Online Dispute Resolution 

(ODR) platforms offering alternative mechanisms including mediation, conciliation, and 

arbitration. ODR platforms like Sama, Webnyay, and the National Law School of India 

University's Online Consumer Mediation Centre provide digital infrastructure for 

efficient, cost-effective dispute resolution. 49 

Sama, which has resolved over 3.5 million disputes with an average resolution time 

significantly shorter than traditional courts, demonstrates ODR's potential for scalable 

justice delivery. The platform offers document-led case filing using computer vision and 

natural language processing, automated transcript generation, and legally enforceable 

awards upheld by Indian courts. With a panel of over 3,000 neutrals across 500+ districts, 

Sama illustrates the geographic reach and accessibility advantages of ODR. 50 

The Consumer Protection Act 2019 explicitly recognizes ODR as a legitimate dispute 

resolution mechanism, providing statutory foundation for online mediation and 
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conciliation. The Online Consumer Mediation Centre at NLSIU, established under 

Ministry of Consumer Affairs auspices, pioneered state-of-the-art ODR infrastructure for 

consumer disputes. These initiatives align with global ODR trends and the United Nations 

Commission on International Trade Law (UNCITRAL) Technical Notes on ODR. 51 

ODR offers particular advantages for e-commerce disputes including speed, lower costs, 

geographic accessibility, confidentiality, and reduced adversarial confrontation preserving 

business-customer relationships. However, challenges include ensuring digital literacy, 

maintaining procedural fairness, addressing power imbalances between platforms and 

individual consumers, and establishing enforcement mechanisms for ODR awards.52 

VIII. POLICY RECOMMENDATIONS AND FUTURE DIRECTIONS 

A. Harmonizing Innovation and Consumer Protection 

India's e-commerce regulatory framework must balance fostering innovation and 

entrepreneurship with robust consumer protection safeguards. Overly restrictive 

regulations risk stifling technological advancement and market dynamism, while 

inadequate oversight exposes consumers to exploitation and erodes trust in digital 

commerce. 53 

Regulatory sandboxes enabling controlled experimentation with novel business models 

and technologies could facilitate innovation while maintaining oversight. The Open 

Network for Digital Commerce (ONDC) initiative, promoting interoperable e-commerce 

networks reducing platform dependency, exemplifies efforts to enhance competition and 

prevent monopolistic practices. However, ensuring level playing fields between small 

businesses and e-commerce giants requires continued policy attention. 54 
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B. Strengthening Platform Accountability 

Clear delineation of platform responsibilities, particularly regarding counterfeit 

enforcement, consumer grievance redressal, and data protection, remains essential. 

Proposals for "gatekeeper" designation based on quantitative thresholds—active users, 

transaction volumes, revenue generation—could enable targeted regulation of 

systemically significant platforms. 55 

Mandatory transparency regarding search ranking algorithms, sponsored content 

disclosure, seller verification procedures, and data usage practices would empower 

consumers and facilitate regulatory oversight. Strengthening notice-and-takedown 

mechanisms for intellectual property infringement, with clear timelines and accountability 

for non-compliance, would address counterfeit proliferation. 56\ 

C. Enhancing Digital Literacy and Consumer Awareness 

Consumer protection efficacy depends substantially on informed consumer decision-

making. Government and industry initiatives promoting digital literacy, safe online 

shopping practices, recognition of counterfeit indicators, and awareness of consumer 

rights could enhance market efficiency. 57 

The CCPA's consumer awareness campaigns, including Safety Pledges signed by major e-

commerce platforms, represent positive steps toward collaborative consumer protection. 

However, sustained efforts reaching rural and semi-urban populations, where e-commerce 

adoption is rapidly expanding, require intensified focus. 58 
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D. International Cooperation and Harmonization 

Given e-commerce's inherently cross-border nature, international cooperation on 

regulatory standards, data protection frameworks, taxation principles, and intellectual 

property enforcement becomes imperative. India's participation in multilateral forums 

including the World Trade Organization, BRICS, and Regional Comprehensive Economic 

Partnership negotiations on e-commerce reflects recognition of global coordination 

necessity.  

Harmonizing India's data protection framework with international standards like GDPR, 

while adapting to local contexts and developmental priorities, could facilitate cross-border 

data flows and international business operations. Similarly, coordinating taxation 

approaches through OECD BEPS frameworks and bilateral tax treaties could reduce 

compliance burdens and prevent double taxation. 59 

IX. CONCLUSION 

India's e-commerce sector stands at a critical juncture, poised for exponential growth 

driven by technological advancement, expanding digital infrastructure, and evolving 

consumer behaviors. The legal and regulatory framework governing this sector has 

evolved substantially, encompassing comprehensive legislation addressing consumer 

protection, data privacy, intermediary liability, and taxation. The Information Technology 

Act 2000, Consumer Protection (E-Commerce) Rules 2020, and Digital Personal Data 

Protection Act 2023 collectively establish a sophisticated regulatory architecture balancing 

multiple stakeholder interests. 60 

However, challenges persist across multiple dimensions. Artificial intelligence integration 

raises algorithmic accountability questions; counterfeit goods proliferation undermines 

intellectual property protection; cross-border transactions present taxation complexities; 
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and data security vulnerabilities threaten consumer trust. The distinction between 

marketplace and inventory models, while creating regulatory clarity, generates 

compliance complexities and market structure implications requiring continued policy 

refinement. 61 

Effective dispute resolution mechanisms, particularly ODR platforms demonstrating 

scalability and accessibility, offer promising avenues for consumer grievance redressal in 

high-volume digital commerce contexts. The emergence of platforms like Sama and 

Webnyay, resolving millions of disputes efficiently, illustrates technological potential for 

access to justice. 62 

Looking forward, India's e-commerce regulatory evolution must embrace several 

imperatives. First, fostering innovation while maintaining robust consumer protection 

through balanced regulation and potentially regulatory sandboxes. Second, strengthening 

platform accountability through clear responsibility delineation, transparency 

requirements, and effective enforcement mechanisms. Third, enhancing consumer digital 

literacy and awareness to enable informed market participation. Fourth, pursuing 

international cooperation on regulatory harmonization, particularly regarding data 

protection and taxation. 63 

The trajectory toward India becoming the world's third-largest e-commerce market by 

2030, with projected market size exceeding USD 325 billion, depends critically on 

maintaining consumer trust through effective regulation. As the sector continues evolving 

with emerging technologies including blockchain, metaverse commerce, and advanced AI 
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applications, regulatory frameworks must demonstrate adaptability while preserving core 

principles of fairness, transparency, and consumer protection. 64 

The research presented in this article reveals that India has established a progressive e-

commerce regulatory ecosystem drawing from international best practices while 

addressing domestic market realities. The challenge ahead lies not in creating 

fundamentally new regulatory paradigms but in effectively implementing existing 

frameworks, closing enforcement gaps, and adapting to technological innovations. 

Through multi-stakeholder collaboration encompassing government, industry, civil 

society, and consumers, India can realize its vision of inclusive, sustainable, and ethically 

grounded digital commerce serving its vast and diverse population.65 
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