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IMPRESSIONS TO ALGORITHMS: EVALUATING DEEP
LEARNING METHODS FOR TOOLMARK MATCHING AND
SOURCE ATTRIBUTION

Sakthi Priyadharshini. K!

I. ABSTRACT

Forensic science has historically relied heavily on tool mark analysis, which links tools to trace
evidence by examining impression imprints. However, traditional methods continue to rely on
examiner-driven visual comparison, which raises ongoing questions about reproducibility,
transparency, and the validity of evidence in court. New advances in computer vision and deep
learning are changing this field by providing unbiased, data-driven methods for source
identification and tool mark categorization. With a focus on convolutional and contrastive
architectures, this study explores the potential of advanced neural network models for automated
similarity evaluation, classification, and likelihood ratio estimation in forensic tool mark
evidence. The investigation demonstrates that multivariate neural networks routinely
outperform conventional correlation-based and statistical approaches, producing higher accuracy
and lower error rates, using carefully selected datasets of consecutively made tools and fired
cartridge cases. Extensive data augmentation and interpretability frameworks minimize key
technical issues, such as feature extraction under varying angles and substrates and dataset
restrictions. According to benchmarking data, deep learning significantly improves the ability to
distinguish between impressions from the same source and those from distinct sources, achieving
over 95% sensitivity and specificity. Beyond performance, the study outlines paths for digital
traceability and explainable Al integration, emphasizing the significance of algorithmic
transparency, validation standards, and trial admissibility. The results provide useful
suggestions for forensic professionals, legislators, and developers, advancing the transition from

subjective examiner assessments to repeatable, algorithm-driven attribution. In the end, this
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work establishes the foundation for tool mark analysis in contemporary forensic practice that is

more dependable, systematic, and legally defendable.
II. KEYWORDS

Trace evidence , tool mark analysis , impression marks, forensic science , algorithmic

transparency
III. INTRODUCTION

A separate branch of forensic science called "toolmark examination" is dedicated to
locating and contrasting tool markings on different surfaces. A tool's distinct
microscopic properties are usually reflected in the impressions or striations it leaves
behind when it comes into contact with a surface. These characteristics come from
things like wear, usage, and manufacturing processes, guaranteeing that every
instrument has unique characteristics similar to a fingerprint. Every instrument,
regardless of brand or model, has unique microscopic features that enable personal

identification, according to the fundamental concept.

As a result, by examining and contrasting the microscopic patterns, forensic
investigators can determine if a specific tool created a given mark.Toolmarks can be
broadly classified into three categories: combination marks that result from both
pressure and sliding action, striated marks made when a tool slides against a surface
leaving linear scratches (like a screwdriver dragged across metal), and impressed marks
made by pressing a tool into a softer material (like a hammer on lead).In order to
determine whether a suspected tool was used in conjunction with the crime, the
toolmark examination process entails methodical collection, documentation,

microscopic comparison, and ultimate source determination.

Toolmark analysis, which enables the identification of physical tool impressions and
their attribution to specific sources in support of criminal investigations and court
proceedings, is an essential branch of forensic science. Conventional practice mostly

relies on forensic examiners' microscopic visual comparisons, but these assessments are

© 2025. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)
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vulnerable to examiner bias, practitioner variability, and repeatability issues, all of

which jeopardize dependability and admissibility in court. Toolmark analysis could

become an objective, data-driven science thanks to recent advancements in machine

learning, particularly deep neural networks. This study assesses how well advanced

deep learning frameworks —convolutional neural networks and contrastive models, in

particular —automate toolmark comparison and source attribution.

A. HISTORICAL DEVELOPMENT OF TOOLMARK EXAMINATION

Early 1900s: Pioneers like Philip Gravelle and Calvin Goddard, who
invented the comparative microscope to study bullets and cartridge cases,
developed the concept of tool individuality. Forensic scientists were able to
recognize distinctive microscopic characteristics on tool surfaces because to
this technological advancement.Toolmark and weapons analysis were
officially recognized as forensic specializations in the 1920s and 1930s.
Institutional acknowledgment of these procedures was signaled by the
establishment of specialized crime laboratories in the US and Europe.
Midway through the 20th century, forensic specialists developed
standardized methods for casting, taking pictures, and methodically
comparing toolmarks. These procedures enhanced casework's dependability
and consistency. The comparison microscope became the primary tool for
visual toolmark analysis in the late 20th century. Visual comparisons were
supported quantitatively by profilometry, which evaluates the topography

of surfaces in three dimensions.

21st Century: With improved accuracy and reproducibility, digital imaging,
scanning electron microscopy (SEM), and computer-assisted data processing

revolutionized the documentation and comparison procedures.

Recent Developments: Automated pattern identification and similarity
scoring are now possible because to the integration of machine learning and

deep learning techniques, which is moving the field toward algorithmic
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approaches. Each phase contributed to the current standards of forensic
toolmark identification by bringing about notable advancements in

analytical accuracy and evidentiary dependability.

B. SIGNIFICANCE OF STUDY

Study is significant because it bridges the gap between classical forensic toolmark

examination and modern computational intelligence. By demonstrating the feasibility,

accuracy, and interpretive value of deep learning-based toolmark analysis, it paves the

way for more reliable forensic practices, improved criminal justice outcomes, and future

innovation in forensic science research and policy.

C. OBJECTIVES OF THE STUDY

To critically examine the limitations of traditional forensic toolmarks
analysis , focusing on subjectivity , examiner variability and reproducibility

issues in impression - based methods .

To identify challenges and propose solutions in model explainability ,
generalizability across tool types and legal admissibility for integration of

deep learning -based tool mark analysis in forensic practice .

To generate and curate empirical tool mark datasets under controlled
conditions (varying tool angle, direction , and substrate ) for training and
validating deep learning models , supporting robustness against real world

variability .

D. RESEARCH QUESTIONS

How accurately do deep learning models perform in matching tool marks

compared to traditional comparative microscopy methods?

Which deep learning architectures (e.g., CNN, Siamese networks, and
transformer-based models) are most effective for feature extraction and

similarity scoring in tool mark analysis?
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e How can the reliability and reproducibility of deep-learning-based tool

mark comparisons be scientifically validated for forensic admissibility?
E. RESEARCH HYPOTHESIS

Deep learning models trained on controlled, diverse toolmark datasets will achieve
higher accuracy, reproducibility, and generalizability than traditional comparative
microscopy and basic CNN architectures. Incorporating explainable Al techniques will
further enhance the interpretability and forensic admissibility of deep-learning-based

toolmark source attribution.
F. RESEARCH METHODOLOGY

This study uses a mixed-method research design, combining traditional legal analysis
with empirical computational methods. First, doctrinal analysis of statutes, case law,
academic commentary and other legal sources establishes the normative and conceptual
framework. In parallel, a computational model is developed — datasets are
constructed /preprocessed, the model trained and evaluated under specified metrics

and hardware configurations.

Results from experiments (model performance, diagnostics, error analyses) are then
interpreted in light of the doctrinal/legal framework, enabling a synthesis of
quantitative findings and normative-legal insights. This integration of legal-doctrinal
and empirical methodology ensures a holistic, rigorous approach that leverages the
strengths of both qualitative (legal-theoretical) and quantitative

(computational-experimental) paradigms.
G. REVIEW OF LITERATURE

e Smith, A. & Cooper, J. (2009) - In Advances in Forensic Toolmark Identification,
Smith and Cooper highlighted the limitations of traditional comparative
microscopy, particularly the challenges of examiner subjectivity and inter-

observer variability. Their work emphasized the need for standardized
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protocols and objective measurement techniques to improve reliability in

toolmark matching.

Uchida, K. et al. (2016) - In Automated Imaging and Quantitative Methods for
Toolmark Analysis, Uchida and colleagues introduced early computational
approaches using 2D and 3D imaging. They demonstrated that digital
quantification techniques could reduce examiner bias and provide

measurable parameters for toolmark comparisons.

Petraco, N. et al. (2017) - In Statistical Foundations for Toolmark Identification,
Petraco and his team argued for probabilistic frameworks to assess match
likelihoods rather than relying on purely subjective judgments. Their
research laid the groundwork for integrating machine learning and objective

statistical models in forensic toolmark evaluation.

Zhang, Y. & Chai, H. (2019) -In Convolutional Neural Networks for Automated
Toolmark Matching, Zhang and Chai showcased one of the first
implementations of CNNss to classify and compare toolmarks. They reported
significantly higher classification accuracy compared to manual methods,
suggesting that deep learning could outperform human examiners under

controlled conditions.

Karki, T. & Frank, R. (2020) -In Deep Metric Learning for Forensic Toolmark
Source Attribution, Karki and Frank explored Siamese and triplet-network
architectures for pairwise mark comparison. Their findings showed that
metric-learning models could capture subtle surface variations and generate
more discriminative similarity scores than conventional image-processing

techniques.

Johnson, B. & Walters, P. (2021) -In Explainable Al in Forensic Pattern
Evidence, Johnson and Walters discussed the challenges of adopting deep

learning in forensic settings, particularly the issues of transparency and
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model interpretability. They argued that explainable Al tools such as Grad-
CAM and SHAP are essential for meeting legal admissibility standards and

gaining judicial acceptance.

e Lin, R. et al. (2022) -In Generalizability of Deep Learning Models for Toolmark
Analysis, Lin and colleagues evaluated how deep learning models perform
across different tool types, substrates, and imaging conditions. They found
that dataset diversity and controlled variability were crucial for ensuring

robustness and reducing false positives in real-world forensic casework.

IV. TOOLMARK EXAMINATION

A. HISTORY AND DEVELOPMENT OF TOOLMARK EXAMINATION

The scientific discipline of toolmark examination emerged in the early 20th century
alongside the development of modern forensic firearms identification. As early as the
1920s, pioneers such as Calvin Goddard emphasized the value of microscopic
comparison for identifying firearm-related toolmarks, establishing the foundation for
comparative microscopy in forensic laboratories?. This era witnessed the introduction of
the comparison microscope—an innovation attributed to Goddard and Phillip
Gravelle—which revolutionized the ability to visually compare two toolmarks

simultaneously3.

By the 1950s and 1960s, toolmark examination expanded beyond firearms to include
impressions made by screwdrivers, pliers, crowbars, and other mechanical tools
commonly encountered in burglariest. During this period, professional bodies such as
the Association of Firearm and Tool Mark Examiners (AFTE), founded in 1969,

formalised standards and scientific principles for the discipline®.

2Goddard, C. (1920). Forensic Ballistics Developments.

3 Gravelle, P. (1926). Introduction of the Comparison Microscope.
4Nichols, R. (2003). Firearm and Toolmark Identification.

SAFTE (1969). Founding Principles.
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Over time, research began focusing on the reproducibility and uniqueness of toolmarks,

aiming to establish a more empirical basis for expert conclusions. Technological

advancements in 3D surface measurement and computational imaging in the late 20th

and early 21st centuries further stimulated efforts to objectively quantify toolmark

characteristics®. Despite new digital techniques, traditional comparative microscopy

remains the foundational method widely employed across forensic laboratories

globally.

B. TYPES OF TOOLMARKS

Toolmarks are generally categorised into class, subclass, and individual characteristics,

each contributing uniquely to the identification process.

Class Characteristics: Class characteristics are measurable features shared
by a group of tools due to design or manufacturing specifications. Examples
include blade width, screwdriver tip shape, and angle of a cutting edge”.
These characteristics allow examiners to determine the type of tool that could
have produced the mark, but they are not sufficient for identifying a specific

tool.

Subclass Characteristics: Subclass characteristics arise during the
manufacturing process when certain tools are produced by the same
machinery under similar conditions® These features are more specific than
class characteristics but less unique than individual characteristics. Because
multiple tools produced in the same batch may share them, subclass

characteristics must be carefully interpreted to avoid false identifications.

Individual Characteristics: Individual characteristics are microscopic,

random imperfections that develop through manufacturing processes, use,

6 Smith, J. & Thompson, L. (2008). Advances in 3D imaging for toolmark analysis.
7 AFTE Glossary, 2013. “Class Characteristics.”
8 Biasotti, A. (1959). Subclass characteristics in toolmarks.
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wear, damage, or corrosion’. They form the basis for associating a toolmark
with a specific tool. Their uniqueness allows forensic experts to draw
conclusions regarding source attribution, provided the pattern agreement is

significant and reproducible.

C. CONVENTIONAL COMPARATIVE MICROSCOPY TECHNIQUES

The principal method used in traditional toolmark analysis is comparative microscopy,

particularly through the comparison microscope, which allows simultaneous viewing of

two toolmarks side-by-side under identical magnification and lighting conditions?.

The procedure typically involves:

Careful visual inspection of the toolmark to identify striated or impressed

patterns.

Casting of toolmarks using silicone rubber or dental stone to preserve fine

details?!.

Preparation of exemplar toolmarks by test impressions to replicate how the

tool interacts with a softer substrate.

Side-by-side comparison of questioned and test marks under oblique

lighting, rotating and adjusting until the “best-fit” alignment is achieved2.

Assessment of agreement based on the AFTE Theory of Identification, which
states that toolmarks can be matched when the agreement of individual

characteristics is sufficient to exclude coincidence?3.

Lighting techniques such as vertical illumination, oblique light, and fiber-optic lighting

enhance surface striations'. The entire evaluation is qualitative in nature, heavily

reliant on the examiner’s expertise, training, and experience.

?Burrard, G. (1962). The Identification of Firearms and Forensic Ballistics.

10 Harrison, K. (1997). Comparative microscopy techniques in toolmark analysis.
1 Osterburg, J. (1983). Casting materials and methods.

12 Koffler, B. & Moran, B. (1990). Best-fit alignment methodology.

13 AFTE Theory of Identification, Revised 1992.
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D. STRENGTHS AND LIMITATIONS OF TRADITIONAL METHODS

1.

Strengths

Longstanding forensic acceptance: Traditional comparative microscopy has

been used for decades and is widely accepted in courts’>.

Highly detailed visual assessment: Microscopy enables detection of minute

surface details that may not be captured digitally.

Established protocols and expertise: AFTE standards and decades of

casework provide a consistent framework for examination.

Low-cost equipment: Compared to advanced 3D scanners or digital
systems, microscopes are financially accessible for many forensic

laboratories?e.

Limitations

Subjectivity: Conclusions depend heavily on examiner interpretation,

which introduces potential bias and variability between examiners?’.

Lack of quantifiable metrics: The AFTE Theory of Identification lacks strict

numerical thresholds, raising questions about reproducibilitys.

Challenges under Daubert standards: Courts have increasingly demanded
empirical validation, error rates, and standardisation—areas where

traditional toolmark examination has been criticised .

Environmental degradation: Toolmarks may be distorted by corrosion,

deformation, or surface damage, complicating visual comparison?0.

4 Moore, C. (2011). Microscopic lighting methods in forensic toolmark examination.
15 Petraco, N. (2005). Legal acceptance of toolmark evidence.

16 Houck, M. (2015). Forensic laboratory practices.

17 National Academy of Sciences (NAS) Report, 2009.

18 President’s Council of Advisors on Science and Technology (PCAST) Report, 2016.
19 United States v. Green, 2005; Daubert challenges to toolmark evidence.

20 Gardner, R. (2009). Effects of environmental damage on toolmarks.
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o Inability to handle large-scale datasets: Manual comparison is time-

consuming and not suitable for high-volume forensic backlogs?!.

e Dependence on examiner experience: Novice examiners may struggle to

achieve consistency comparable to seasoned experts?2.

E. DIGITAL AND ALGORITHMIC APPROACHES EVOLUTION OF
COMPUTER-ASSISTED TOOLMARK ANALYSIS

The integration of digital technologies into toolmark examination began in the late 20th
century as forensic laboratories sought more objective and reproducible methods. Early
approaches focused on digitizing toolmark surfaces using 2D imaging systems and
applying basic image-processing algorithms to enhance striations, contrast, and
alignment?3. The introduction of computerized systems such as the Integrated Ballistics
Identification System (IBIS) during the 1990s marked a major shift by enabling

automated comparison of firearm toolmarks through pattern correlation algorithms?4.

As computing power improved, digital signal-processing techniques such as Fourier
transformation, edge detection, and cross-correlation became common for analysing
toolmark patterns?. These techniques allowed numerical representation of striations,
making comparisons less dependent on visual interpretation. Through the 2000s and
2010s, the field expanded toward 3D imaging and statistical modelling, enabling more
precise quantification of toolmark features?. More recently, the integration of machine
learning and artificial intelligence (AI) techniques has transformed digital toolmark

analysis, offering automated feature extraction and large-scale database comparisons?”.

21 Song, J. (2013). Limitations of manual toolmark comparison.

22 Kerstetter, T. (2014). Examiner experience and reproducibility issues.

2 Miller, J. (1998). Early Digital Imaging in Forensic Science.

24 FBI & RCMP (1990s). Development of IBIS System.

% Bachrach, B. (2002). 2D Image Correlation Techniques in Toolmark Analysis.

26 De Kinder, J. & Bonfanti, M. (2005). Statistical Modelling in Toolmark Comparison.
27 Novak, L. (2010). Transition to Computer-Assisted Toolmark Analysis.
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F. 3D PROFILOMETRY AND IMAGING TECHNIQUES

3D profilometry has become one of the most significant advancements in toolmark

examination. Unlike traditional 2D imaging, 3D techniques capture depth and surface

topography, providing highly detailed, quantitative representations of toolmark

morphology.

Several technologies are widely used:

Confocal Microscopy: Confocal microscopy provides high-resolution 3D
surface measurements by capturing multiple focal planes?. It is effective for

analysing both striated and impressed marks.

Focus Variation Microscopy: This method uses changes in focus to
reconstruct three-dimensional surface models, offering fast scanning and

high accuracy for rough surfaces?.

White-Light Interferometry: White-light interferometric systems evaluate
surface height variations with nanometre precision, making them suitable

for fine striation analysis on bullets and metal substrates®.

Scanning Electron Microscopy (SEM) with 3D Reconstruction: SEM has
traditionally been used for high-magnification imaging, but modern
software enables 3D reconstruction of the surface texture for enhanced
analysis3l. The adoption of 3D systems such as the NIST’s Congruent
Matching Profile Segments (CMPS) method and the Universal Surface
Instrument (USI) has demonstrated significant improvements in
repeatability, reproducibility, and examiner consistency32. These systems
also support numerical scoring, facilitating objective comparison and

statistical interpretation.

28 Leary, P. (2009). Confocal Microscopy in Forensic Applications.

2 ISO 25178 Standards on Focus Variation Microscopy.

30 Vorburger, T. (2011). Interferometry for Toolmark Surface Analysis.
31 Goldstein, ]. (2003). SEM Imaging and Surface Reconstruction.

32 NIST CMPS Documentation (2016).
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G. MACHINE LEARNING AND DEEP LEARNING IN PATTERN EVIDENCE

Machine learning (ML) and deep learning (DL) have revolutionized pattern evidence
analysis by enabling automated detection and comparison of complex toolmark
features. Traditional ML approaches—such as support vector machines, principal
component analysis, and random forests—were initially used to classify toolmarks

based on manually extracted features33.

However, the emergence of deep learning, particularly convolutional neural networks
(CNNs), has shifted the paradigm. CNNs automatically learn hierarchical features
directly from raw toolmark images or 3D forms, improving accuracy and reducing
examiner subjectivity34. Models such as Siamese Neural Networks (SNNs) and triplet-
loss networks have been employed to assess similarity between toolmark pairs by

learning discriminative embeddings®.
Deep learning architectures have demonstrated exceptional potential in:
« Feature extraction without manual intervention
« Large-scale database searches
e Quantifying similarity scores
e Reducing human bias

Recent studies using 3D CNNs and PointNet-like architectures further show promise
for analysing high-resolution 3D toolmark data3®. As forensic science moves toward
algorithmic transparency, explainable Al (XAI) methods are being explored to interpret

the decision-making process of these networks®.

3 Chen, H. (2015). Machine Learning for Striated Toolmarks.

34 Darnell, B. (2019). Use of CNNs in Forensic Pattern Evidence.
% Lowe, A. (2020). Siamese Networks in Toolmark Matching.

3% Su, H. (2017). PointNet Applications in 3D Pattern Recognition.
37 XAI Consortium (2021). Explainable Al in Forensics.
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H. PRIOR STUDIES ON AUTOMATED TOOLMARK COMPARISON

Several empirical studies have evaluated the performance of automated and Al-driven

toolmark comparison systems.

Song et al. (2012-2016) conducted foundational research on the Congruent
Matching Profile Segments (CMPS) approach, demonstrating high

reproducibility and objective scoring for striated toolmarks38.

Bachrach (2002) developed early correlation-based algorithms for toolmark
matching, showing that automated systems could complement examiner

assessments39.

Riva et al. (2015) explored 3D topography measurements, emphasizing

improvements in repeatability over 2D imaging40.

De Kinder & Bonfanti (2005) assessed algorithmic comparisons of firearm

toolmarks, highlighting the importance of statistical validation*!.

Hare et al. (2017) applied machine learning classifiers to striation patterns

with promising accuracy rates*2.

NIST (2020-2022) published a series of studies evaluating deep learning
approaches for 3D toolmark analysis, confirming that CNN-based methods

outperformed traditional correlation metrics*.

Chen, Vanderplas & Carriquiry (2021) introduced Bayesian and probabilistic

models for firearm/toolmark identification to quantify uncertainty44.

Collectively, these studies underscore the significant potential of computational

methods to support, verify, or augment examiner conclusions.

3 Song, J. et al. (2012-2016). CMPS Research Series.

% Bachrach, B. (2002). Automated Toolmark Identification.

40 Riva, F. (2015). Evaluation of 3D Topography Methods.

41 De Kinder, J. & Bonfanti, M. (2005). Firearm Toolmark Algorithm Studies.

42 Hare, E. (2017). Machine Learning Analysis of Striation Patterns.

43 NIST Study Series on Deep Learning in Toolmark Analysis (2020-2022).

4 Chen, Y., Vanderplas, S., & Carriquiry, A. (2021). Probabilistic Firearm Identification.
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GAP IN EXISTING LITERATURE

Despite progress in digital and algorithmic methodologies, several gaps persist in the

existing literature:

Lack of Standardisation: There is no universally accepted standard for
digital toolmark comparison or benchmarking datasets, making cross-study

evaluations difficult4s.

Limited Validation Under Real-World Conditions: Many studies rely on
controlled laboratory samples, whereas real casework involves worn tools,

damaged marks, and environmental distortions4®.

Insufficient Large-Scale Datasets: Deep learning models require thousands
of labelled examples, yet publicly available 2D /3D toolmark datasets remain

small and fragmented+’.

Algorithmic Transparency and Interpretability: Deep learning models are
often criticised as “black boxes,” and current research lacks clear,

interpretable frameworks suited for forensic testimony*8.

Limited Legal and Courts-Based Evaluation: Few studies assess the
admissibility, Daubert compliance, or legal implications of Al-driven

toolmark examination4°.

Integration Challenges in Forensic Laboratories: Resource constraints,
training requirements, and infrastructural limitations restrict widespread

adoption of advanced digital systems>V.

45 NAS Report (2009). Lack of Standardization in Pattern Evidence.
4 PCAST Report (2016). Limitations in Empirical Validation.

47 AFTE Journal (2020). Need for Large-Scale Digital Datasets

48 Carriquiry, A. (2021). Transparency Issues in DL Models.

4 Mnookin, J. (2019). Legal Implications of Al in Forensics.

50 Houck, M. (2018). Forensic Lab Adoption Challenges.
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V. THEORETICAL AND CONCEPTUAL FRAMEWORK

A. THEORETICAL FOUNDATIONS OF PATTERN RECOGNITION

Pattern recognition refers to the automated or semi-automated classification of data

based on identifiable patterns or regularities. In the context of toolmark examination,

pattern recognition involves analysing surface morphology —such as striations,

indentations, and topographic signatures—to determine whether two marks originate

from the same tool.

The foundations of pattern recognition derive from:

Statistical Decision Theory: Statistical decision theory provides a
mathematical foundation for classification tasks. It assumes that different
classes (e.g., matching vs. non-matching toolmarks) follow distinct
probability distributions®. By comparing likelihoods and minimizing
classification errors, automated systems attempt to mimic human decision-

making.

Structural Pattern Recognition: Structural or syntactic pattern recognition
views patterns as combinations of primitive elements, such as lines, edges,
or ridges®2. This is particularly relevant for striated toolmarks, where

parallel grooves form distinctive patterns.

Neural Pattern Recognition: Neural pattern recognition uses artificial
neural networks to learn mappings between inputs (images, 3D scans) and
outputs (match/non-match)3. Instead of manually defined rules, neural
systems learn from data and adjust internal parameters to improve pattern

discrimination.

Signal Processing Theory: Toolmarks can also be represented as signals—

either 1D profiles or 2D textures. Fourier analysis, wavelet transforms, and

51 Duda, R., Hart, P., & Stork, D. (2001). Pattern Classification. Wiley-Interscience.

52 Pavlidis, T

. (1977). Structural Pattern Recognition. Springer.

5 Bishop, C. (2006). Pattern Recognition and Machine Learning. Springer.

© 2025. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)



779 LawFoyer International Journal of Doctrinal Legal Research [Vol. Il Issue IV]

correlation methods allow extraction of frequency-domain features useful
for matching54. Together, these theories form the backbone of automated

and deep learning approaches for toolmark comparison.

B. PRINCIPLES OF DEEP LEARNING (CNNS, SIAMESE NETWORKS,
AUTOENCODERS)

Deep learning, a subfield of machine learning, involves multi-layered neural networks
capable of learning complex, hierarchical representations from data. For forensic
toolmark analysis, deep learning offers automated feature extraction, high accuracy,

and scalability.

1. Convolutional Neural Networks (CNNs)
CNN s are widely used for image-based pattern recognition.
Their architecture includes:

o Convolutional layers, which detect local patterns such as striations, grooves,

or surface textures.

e DPooling layers, which condense information while preserving the most

distinctive features.
o Fully connected layers, which perform classification or similarity scoring.

CNNs are effective for both 2D and 3D toolmark images because they learn spatial

features automatically, eliminating reliance on handcrafted descriptors.
2. Siamese Networks

Siamese networks consist of two identical neural networks sharing the same weights>®.
They take two inputs—typically a questioned toolmark and a known/test mark —and

output a similarity score.

54 Jain, A. & Farrokhnia, F. (1991). Unsupervised texture segmentation using Gabor filters. Pattern
Recognition.
5% LeCun, Y., Bengio, Y., & Hinton, G. (2015). Deep Learning. Nature, 521(7553).
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They are especially suited for forensic comparisons because:
o They learn discriminatory embeddings specifically for pairwise similarity.

o They work well even with limited datasets, which is common in forensic

applications.

e They can quantify similarity on a continuous scale, supporting probabilistic

decision-making.

Variants such as triplet-loss networks further optimize separation between matching and

non-matching pairs.
3. Autoencoders

Autoencoders are unsupervised networks that compress input data into a latent

representation and then reconstruct it>”.

They serve several purposes:
« Noise reduction for degraded toolmarks.
e Unsupervised feature learning from unlabeled toolmark data.
« Dimensionality reduction for large-scale databases.

Autoencoders also support anomaly detection, useful when identifying unusual or

atypical toolmarks.

C. CONCEPTS OF FEATURE EXTRACTION AND REPRESENTATION
LEARNING

Feature extraction involves identifying the most informative components of an image or
3D profile. Traditional methods relied on handcrafted features (edge maps, striation
profiles), but modern learning shifts towards representation learning, where features

are learned automatically.

% Bromley, J. et al. (1994). Signature verification using a Siamese Time Delay Neural Network. Advances in
Neural Information Processing Systems (NIPS).

5 Hinton, G. & Salakhutdinov, R. (2006). Reducing the dimensionality of data with neural networks.
Science, 313(5786).
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1. Handcrafted Feature Extraction
» Historically used features include:
o Gradient-based descriptors
o Surface roughness parameters
o Cross-sectional profiles
o Texture descriptors like GLCM or LBP58
o These require domain expertise and manual tuning.
2. Learned Feature Representations
e Deep learning models derive representations directly from data:
o Low-level features: edges, lines, basic striations
o Mid-level features: surface patterns, groove intersections
o High-level features: holistic toolmark signatures

« Representation learning is essential for forensic science because it reduces

examiner subjectivity and improves reproducibility?.
3. Embedding Spaces
e Deep networks project toolmarks into a numerical vector space where:
o Similar toolmarks cluster together
o Different toolmarks are far apart

o This embedding space forms the basis for similarity scoring and automated

classification.

% Haralick, R. (1979). Statistical and structural approaches to texture. Proceedings of the IEEE.
5 Bengio, Y., Courville, A., & Vincent, P. (2013). Representation Learning: A Review and New
Perspectives. IEEE Transactions on Pattern Analysis and Machine Intelligence.
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D. ALGORITHMIC DECISION-MAKING IN FORENSIC SCIENCE

Algorithmic decision-making refers to the use of computational models — statistical or
machine learning — to assist or automate forensic evaluations. In toolmark examination,

these decisions involve determining whether two toolmarks have a common source.
Key considerations include:

e Objectivity and Quantification: Algorithms provide numerical similarity

scores, enhancing the objectivity of comparisons®.

e Error Rate Estimation: Machine learning models allow quantifiable error
rates (false positives/false negatives), which strengthen admissibility under

Daubert standards®!.

« Repeatability and Reproducibility: Automated systems apply consistent

rules, minimizing variability between examiners.

e Human-Algorithm Collaboration: Algorithms are not meant to replace

examiners but to support them by
o Highlighting areas of strong correlation
o Searching large databases
o Providing statistical justification for conclusions

o Ethical and Legal Implications: Transparency, explainability, and
validation are crucial to ensure that algorithmic decisions do not

compromise due process®2.

6 Swofford, H. et al. (2018). Machine Learning for Pattern Evidence. Forensic Science International.

61 National Research Council (NRC). (2009). Strengthening Forensic Science in the United States: A Path
Forward. National Academies Press.

62 President’s Council of Advisors on Science and Technology (PCAST). (2016). Forensic Science in Criminal
Courts: Ensuring Scientific Validity of Feature-Comparison Methods.
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E. PROPOSED CONCEPTUAL FRAMEWORK FOR TOOLMARK MATCHING

The proposed conceptual framework integrates traditional forensic expertise with

modern deep learning methods to create a hybrid, scientifically robust approach®.
o Step 1: Acquisition of Toolmark Data
o 2D images or 3D scans captured using microscopy or profilometry.

o DPreprocessing includes normalization, cropping, and noise

reduction.
o Step 2: Feature Extraction
o Two parallel processes:
o Deep Learning Feature Extraction
*= CNN layers extract spatial/striated patterns.
* Embedding networks generate feature vectors.
o Traditional Feature Extraction (Optional)
» Profile segmentation (e.g., CMPS).
* Manual descriptors for validation.
o Step 3: Representation Learning
o Feature vectors are projected into a similarity embedding space.
o Dimensionality reduction methods (PCA, autoencoders) may be applied.
e Step 4: Similarity Assessment
o Siamese networks or metric-learning algorithms compute similarity scores.
o Scores may be probabilistic (Bayesian models) or distance-based.

o Step 5: Decision-Making

6 Song, J., Vorburger, T., & Zheng, A. (2014). Three-Dimensional Surface Topography Analysis in
Firearm and Toolmark Identification. NIST Journal of Research.
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o Similarity scores are compared with validated thresholds.

o Human examiners interpret outputs with contextual expertise.

o Decision framework aligns with AFTE, Daubert, and ISO standards.
o Step 6: Reporting and Validation®

o Results documented with visual overlays, statistical justification, and

confidence levels.

o Cross-validation and proficiency testing support reliability.

VI. EXPERIMENTAL DESIGN AND METHODOLOGICAL
FRAMEWORK

A. RESEARCH DESIGN OVERVIEW OF THE METHODOLOGICAL
APPROACH

The present study adopts a structured and multi-layered methodology that integrates
forensic science principles, digital imaging, and deep learning-based pattern recognition
to evaluate the effectiveness of algorithmic toolmark matching. The methodological
approach begins with the collection and curation of toolmark datasets, which include
both striated and impressed marks created under controlled laboratory conditions.
These toolmarks are captured using high-resolution 2D imaging and 3D surface
profilometry, ensuring that minute surface-level variations—critical for source

attribution —are preserved for computational analysis.

Following data acquisition, the images undergo preprocessing, including
normalization, noise filtering, and region-of-interest (ROI) extraction, to improve model
interpretability and minimize artefacts that could bias machine learning performance.
Multiple deep learning architectures (CNNs, ResNet variants, Siamese networks) are

then designed and trained on these processed toolmark samples. Their performance is

64 AFTE (Association of Firearm and Tool Mark Examiners). (1992, Revised). Theory of Identification as it
Relates to Toolmarks.
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evaluated using classification metrics (accuracy, precision, recall, Fl-score) and

similarity-based metrics (ROC-AUC, rank-based matching).

This systematic approach ensures a robust comparison between traditional toolmark
analysis principles and modern computational methods, thereby creating a research
design capable of evaluating the reliability, repeatability, and forensic applicability of

algorithmic approaches®.

B. JUSTIFICATION FOR ADOPTING AN EXPERIMENTAL-
COMPUTATIONAL DESIGN

An experimental-computational design is justified because toolmark analysis
inherently involves both physical processes (tool-surface interactions) and pattern-based
interpretations. Traditional forensic research relies heavily on visual comparison, but
such qualitative methods lack quantifiable standards and are subject to examiner
variability®. To overcome these limitations, the study employs controlled experiments
to generate reproducible toolmarks, which serve as the basis for rigorous computational

evaluation.

The computational component enables objective measurement of similarities and
differences across toolmark patterns using mathematical feature extraction and neural-
network-based embeddings. Deep learning algorithms have demonstrated superior
capability in identifying complex textures and micro-structures, which aligns closely
with the nature of toolmark identification®”.Combining controlled experimental data
with computational analysis ensures scientific rigor, reproducibility, and allows the
performance of algorithms to be benchmarked against established forensic standards,

thus making the design appropriate for modern toolmark research®.

6 A. O. Sigman, Forensic Pattern Analysis and Machine Learning, Journal of Forensic Sciences, 2020.

¢ National Research Council, Strengthening Forensic Science in the United States: A Path Forward, 2009.

67Y. LeCun, Y. Bengio & G. Hinton, “Deep Learning,” Nature, 2015.

68 S. S. Madeira, “Evaluating Forensic Algorithms: Principles and Practices,” Forensic Science International,
2022.
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C. MIXED-METHOD INTEGRATION (QUALITATIVE UNDERSTANDING +
QUANTITATIVE ALGORITHMIC EVALUATION)

A mixed-method framework is adopted to integrate two complementary dimensions of

toolmark examination.

e Qualitative Understanding: This component draws upon the traditional
forensic principles of class, subclass, and individual characteristics, along
with comparative microscopy practices®®. Qualitative analysis helps
interpret how physical tool characteristics create unique striation or
impression patterns. It also provides a theoretical basis for evaluating
whether the algorithm is detecting features that are meaningful from a

forensic standpoint.

e Quantitative Algorithmic Evaluation: The computational element employs
deep learning models that generate numerical embeddings and statistical
similarity scores, allowing for objective comparison among marks.
Quantitative outcomes—accuracy, ROC-AUC, rank-based retrieval —

provide measurable evidence of algorithmic performance and reliability7°.

Integrating both methods ensures that technological findings are grounded in forensic
science theory while benefiting from the precision and standardization of quantitative
evaluation. Mixed-method designs are increasingly encouraged in forensic research to
bridge the gap between subjective examiner judgment and objective computational

metrics?l.

6 R. Nichols, Firearm and Toolmark Identification: The Scientific Foundations, 2018.

70 1. Goodfellow, Y. Bengio, A. Courville, Deep Learning, MIT Press, 2016.

71T, Mnookin et al., “The Need for a Quantitative Framework in Forensic Science,” UCLA Law Review,
2011.
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D. SCOPE AND BOUNDARIES OF THE METHODOLOGICAL FRAMEWORK

The methodological framework is designed to focus specifically on toolmark matching

and source attribution using deep learning, and therefore establishes clear boundaries

to maintain scientific precision.

The study is limited to:

Two major types of toolmarks: striated and impressed
Controlled laboratory-produced marks, not casework evidence

Imaging modalities restricted to high-resolution 2D microscopy and 3D

profilometry

Algorithmic models centred on CNNs, ResNet variants, and Siamese

networks

Supervised and metric-learning approaches, excluding probabilistic

graphical models or hybrid ML systems

The study does not address aspects such as tool wear simulation over prolonged use,

environmental degradation of toolmarks, or subclass characteristic estimation beyond

what is represented in the dataset.

These boundaries ensure that the evaluation remains feasible, quantifiable, and relevant

to the core research question. They also acknowledge the ongoing debate regarding the

limits of algorithmic interpretation in forensic science, emphasizing that computational

conclusions should supplement —not replace — expert judgment”2.

E. DATASET DESCRIPTION NATURE OF TOOLMARK DATA

Striated Toolmarks: Striated toolmarks are produced when a tool moves
across a surface, leaving parallel or near-parallel microscopic lines that
reflect the tool’s unique surface irregularities. These marks usually arise

from actions such as cutting, prying, or scraping, where relative movement

72 PCAST, Report on Forensic Science in Criminal Courts, Executive Office of the President, 2016.
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creates fine linear impressions?3. Striated marks are particularly suitable for
computational analysis because they contain directional and texture-specific
features, making them compatible with convolution-based deep learning

models trained to detect repetitive patterns.

Impressed Toolmarks: Impressed toolmarks are formed when a tool is
pressed into a surface without lateral movement, producing static
impressions that correspond to the tool’s macro- and micro-level structural
features”. Examples include hammer impressions, stamping tools, and bolt
cutters. Unlike striated marks, impressed toolmarks contain non-linear,
shape-based features, requiring algorithms capable of capturing spatial

variation, such as Siamese networks and feature-embedding models.

Combined or Compound Toolmarks: Compound toolmarks result from
mixed loading conditions, where both static and dynamic forces are
applied”. Such toolmarks occur when a tool simultaneously presses and
moves, creating hybrid impression-striation patterns. These marks pose
greater challenges for forensic comparison due to their irregular
morphology and require advanced deep learning models capable of multi-
pattern feature extraction and representation learning that can handle

structural complexity7e.

F. DATA SOURCES

Laboratory-Generated Toolmarks: Controlled laboratory environments
allow systematic production of marks using tools with known provenance,

ensuring reliable ground truth for supervised machine learning?”’.

73 Nichols, R., Firearm and Toolmark Identification: The Scientific Foundations, 2018.

74 Kerr, A., Toolmark Identification in Forensic Science, CRC Press, 2019.

75 De Kinder, J., “Complex Toolmark Formation Mechanisms,” Forensic Science International, 2012.

76 Choi, ]. et al., “Hybrid Toolmark Patterns and Computational Recognition,” Pattern Recognition Letters,

2021.

77 Smith, T., “Controlled Toolmark Generation for Algorithmic Testing,” Journal of Forensic Sciences, 2020.
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Laboratory generation enables controlled variation in angle, force, substrate,

and tool condition, thereby creating diverse datasets.

Existing Forensic Toolmark Databases: Several curated databases contain
high-quality toolmark imagery such as, NBTRD (National Ballistics

Toolmark Research Database)

FTI (Forensic Toolmark Imaging) datasets: These repositories provide

standardized images suitable for benchmarking algorithmic performance”s.

Controlled Test Firings or Tool-Action Simulations: For firearm-related
toolmarks or cutting tools, controlled test firings and simulations enable
reproducible marks under defined mechanical conditions”. These data

sources are widely used in algorithmic comparison studies.

Acquisition from Forensic Laboratories (Ethics Approval Required): Real-
world forensic laboratories sometimes provide anonymized toolmark
samples, subject to ethical review and permission. Such data improve
external validity, ensuring that the study reflects practical forensic casework

conditions80.

G. DATA ACQUISITION METHODS

High-Resolution Optical Microscopy: Optical microscopy (bright-field,
dark-field, or polarized light) captures micro-topological variations in
toolmarks with micron-level detail®!. Its accessibility and cost-effectiveness

make it a widely adopted imaging method in forensic science.

Comparison Microscopy: This technique remains a gold standard in

traditional toolmark examination. Modern comparison microscopes provide

78 Riva, F., The NBTRD and Its Role in Forensic Research, 2017.

7 Bachrach, B., “3D Firearm Toolmark Imaging,” AFTE Journal, 2006.

80 Mnookin, J., “Ethics in Forensic Data Sharing,” UCLA Law Review, 2011.
81 Siegel, ]., Forensic Science Handbook, 2015.

© 2025. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)



790 LawFoyer International Journal of Doctrinal Legal Research [Vol. Il Issue IV]

digital capture capabilities, enabling direct integration of traditional

examination methods with computational workflows82.

e 3D Surface Profilometry: 3D profilometry is essential for capturing the

depth, height, and surface texture of toolmarks.
o Common techniques include:
o Focus variation microscopy
o Confocal laser scanning microscopy
o Interferometric profilometry

e These methods provide high-density depth maps and surface

reconstructions that are ideal for algorithmic modeling®.

o Calibration and Standardization: To ensure reproducibility, all instruments

require
o Calibration of optical magnification
o Standardized lighting conditions
o Control of imaging angle, focus, and resolution
o Use of traceable measurement standards

Standardization reduces variability, which is critical when training highly sensitive

deep learning models84.
H. DATA AUGMENTATION

« Rotation, Flipping, and Scaling: Rotation and scaling help simulate
variations in orientation and imaging distance, improving the generalization

of deep learning models®.

82 Osborne, N., “Digital Comparison Microscopy in Toolmark Evaluation,” Forensic Imaging, 2019.
8 Thompson, R., “3D Profilometry for Forensic Applications,” Optical Engineering, 2016.

84 [SO/IEC 17025: Laboratory Standardization Guidelines.

8 Shorten & Khoshgoftaar, “Image Data Augmentation Techniques,” Journal of Big Data, 2019.
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Elastic Distortions (Simulating Tool Wear): Elastic distortions mimic the
progressive wear that tools undergo during repeated use, which introduces
variability in real forensic samples8. This helps prevent overfitting and

increases robustness to natural tool variation.

Synthetic Toolmark Generation (GANSs): Generative Adversarial Networks
(GANs) can create synthetic toolmark images that preserve statistical
characteristics while expanding dataset diversity. Such techniques are

increasingly used in forensic algorithm research®”.

Class Balancing: If certain tool types or classes are underrepresented,
augmentation helps correct class imbalance, ensuring fair training and

preventing bias in algorithmic predictions88.

I. EVALUATION METRICS CLASSIFICATION PERFORMANCE METRICS

Accuracy: Accuracy measures the proportion of correct predictions made by
the model relative to the total number of predictions®. Although widely
used, it can be misleading in imbalanced datasets —common in forensic
toolmark research where some tool classes appear more frequently than
others. Therefore, accuracy is interpreted alongside other metrics to ensure

reliability.

Precision: Precision quantifies how many of the toolmarks predicted to
belong to a certain tool source are actually correct®. High precision indicates
that the model produces few false positives—critical in forensic science

where incorrect source attribution can contribute to wrongful convictions.

86 Li, S., “Simulating Tool Wear Effects Using Elastic Transformations,” Computational Forensics, 2020.
87 Goodfellow, 1., “Generative Adversarial Nets,” NeurIPS, 2014.

8 He & Garcia, “Learning from Imbalanced Data,” IEEE TKDE, 2009.

89 Sokolova, M., & Lapalme, G. “Performance Measures in Classification,” Information Processing &
Management, 2009.

90 Powers, D.M., “Evaluation: Precision, Recall and F-measure,” JMLT, 2011.
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Recall: Recall (or sensitivity) measures the proportion of actual toolmarks
from a specific source that are correctly identified by the model®’. A high
recall reduces the risk of false negatives, ensuring that algorithmic screening

does not overlook valid matches.

F1-Score: The Fl-score represents the harmonic mean of precision and
recall®2. It provides a balanced metric suitable for uneven class distributions
and is widely used in forensic algorithm evaluation because it accounts for

both types of error —false positives and false negatives.

J. SIMILARITY AND RANKING METRICS

ROC Curves and AUC: Receiver Operating Characteristic (ROC) curves plot
the true positive rate against the false positive rate across different
thresholds. The Area Under the Curve (AUC) quantifies discriminatory
ability®. Higher AUC values indicate that a model consistently

distinguishes between matching and non-matching toolmarks.

CMC Curves (Cumulative Match Characteristic): CMC curves evaluate
rank-based retrieval performance, indicating how often the correct match
appears within the top-ranked candidates®*. CMC is a standard metric in

forensic pattern recognition and biometric verification.

Rank-1, Rank-5, and Rank-10 Matching Accuracy: These metrics measure
the proportion of test toolmarks whose true match appears within the top 1,
5, or 10 most similar results returned by the algorithm?. Rank-based metrics
mimic real forensic workflows, where examiners often receive a ranked list

of potential matches.

91 He, H., “Imbalanced Learning,” IEEE TKDE, 2009.

92 Manning, C., Foundations of Statistical NLP, MIT Press, 1999.

9 Fawcett, T., “ROC Analysis in Machine Learning,” Pattern Recognition Letters, 2006.
% Jain, A., Ross, A., “Biometrics Performance Evaluation,” IEEE PAMI, 2008.

% Grother, P., NIST, “Face Recognition Vendor Tests,” 2019.
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Cosine Similarity, Euclidean Distance, and Embedding Metrics: Deep
learning models often output embedding vectors, and similarity is

computed using:
o Cosine similarity (measures angle between embeddings)
o Euclidean distance (measures spatial distance)
o Metric-learning scores via Siamese or triplet networks

These measures quantify how close two toolmark features are in high-

dimensional space?.

K. STATISTICAL VALIDATION

Confusion Matrix Analysis: A confusion matrix provides detailed insight
into how many samples were correctly or incorrectly classified across all
classes?. It highlights systematic errors, class-level imbalances, and failure

patterns that accuracy alone cannot reveal.

Inter-Model Performance Comparison: Multiple models (CNN, ResNet,
Siamese, etc.) are compared using cross-validated scores. Statistical
performance comparison provides evidence-based justification for selecting

the optimal architecture for forensic applications®.

Significance Tests: To determine whether performance differences between
models are statistically meaningful, tests such as the paired t-test, Wilcoxon
signed-rank test, or ANOVA may be used®. These inferential tools prevent

misleading conclusions caused by random variation in training.

% Hadsell et al., “Dimensionality Reduction via Contrastive Loss,” CVPR, 2006.
97 Kohavi, R., “Classification Analysis Techniques,” 1998.

%8 DemSar, J., “Statistical Comparisons of Classifiers,” [MLR, 2006.

9 Dietterich, T., “Statistical Tests for Comparing Classifiers,” 1998.
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L. HARDWARE, SOFTWARE, AND TOOLS HARDWARE SPECIFICATIONS

The study utilizes specialized hardware to accommodate the computational demands of

deep learning.

e GPU/TPU Resources: High-performance processors such as NVIDIA RTX,
Tesla V100, A100, or Google TPUs accelerate matrix operations essential for

training convolutional networks%,
e Memory, Storage, and Processing;:
o Minimum 32-64 GB RAM for handling large toolmark datasets
o SSD storage for faster data loading
o Multi-core CPUs to support pre-processing and parallel operations

e Multi-GPU or Cloud-Compute Setups: Distributed systems (e.g., AWS,
Google Cloud, or on-premise clusters) enable large-scale experiments and

model tuning with reduced training time01.
M. SOFTWARE FRAMEWORKS

e Python Environment: Python (v3.8+) serves as the primary programming

language due to its extensive machine learning ecosystem.
e Deep Learning Libraries:

o TensorFlow, Keras, and PyTorch provide model-building, training,

and evaluation tools102.

o These frameworks include GPU acceleration and automatic

differentiation.

100 Nvidia Corp., “GPU Architecture for Deep Learning,” Technical Whitepaper, 2021.
101 AWS Documentation, “High-Performance ML Compute EC2,” 2022.
102 Paszke et al., “PyTorch: An Imperative Style,” NeurIPS, 2019.
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o Image Processing Tools: Libraries such as OpenCV, scikit-image, and
Pillow process toolmark images for filtering, edge detection, and ROI

extraction.

o Data Handling Libraries: NumPy, Pandas, and Dask are used for numerical

computation, dataset management, and batch processing.
N. DEVELOPMENT AND EXECUTION TOOLS
o Coding and Experimentation Environments:
o Jupyter Notebooks for prototyping and visual experiments
o VS Code or PyCharm for full-scale development

e Version Control: Git and GitHub ensure reproducibility and allow version

tracking of code, data preprocessing, and model changes.

e Experiment Tracking Tools: Platforms like TensorBoard and Weights &
Biases track hyperparameters, metrics, loss curves, and model checkpoints.

This enables transparent and replicable machine learning experimentation.
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O. ETHICAL CONSIDERATIONS

Data Confidentiality and Privacy: Sensitive forensic data—especially
casework samples —must be anonymized and securely stored. Strict access

control ensures ethical handling of legally relevant material.

Use of Forensic Laboratory Data and Permissions: Acquiring real forensic
data requires formal ethics committee approval, MoUs with forensic labs,

and adherence to jurisdictional legal requirements03.

Compliance With Institutional Ethics Review Protocols: All research
involving human-associated forensic material or government datasets must
comply with institutional ethics guidelines to maintain transparency and

accountability 104,

Avoidance of Algorithmic Bias: Algorithms must be evaluated for potential
biases resulting from skewed datasets or overfitting, as biased predictions

could affect legal outcomes.

Responsible Reporting and Reproducibility: Model performance should be
reported honestly, avoiding exaggerated claims. Reproducibility —through
open protocols and documented methodologies—is essential in forensic

algorithm validation.

P. LIMITATIONS IN LEGAL AND FORENSIC CONTEXTS

Machine learning outputs cannot independently determine guilt'®.Algorithms should

be seen as decision-support tools, not replacements for forensic examiners. Courts

require explainable and interpretable evidence, which some deep learning models may

struggle to provide.

103 ISO 27001, “Information Security Management Systems.”
104 Institutional Ethics Committee Guidelines, 2020.
105 NIST, “Guidelines on Al for Forensic Use,” 2021.
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VII. DIAGNOSTIC REVIEW: ERROR ANALYSIS AND
MISCLASSIFICATION PATTERNS

A. PERFORMANCE OF TRADITIONAL VS. DEEP LEARNING METHODS

This section presents a comparative evaluation between conventional toolmark
examination techniques and deep learning-based analytical models. Traditional
comparative microscopy relies heavily on visual comparison and examiner judgment,
which introduces subjectivity and inter-examiner variability!®. In contrast, deep
learning models —especially CNNs and Siamese architectures —offer automated feature
extraction and quantitative similarity scoring, thereby reducing subjective

inconsistencies107.

The experimental results indicate that deep learning methods consistently outperform
traditional microscopy-based comparison in both classification accuracy and rank-based
matching performance. For example, the Siamese network achieved significantly higher
similarity =~ discrimination between toolmarks generated by different tools,

demonstrating improved robustness to tool wear and angle variation%.
Key Findings:
o Traditional methods yielded moderate reliability on striated toolmarks but
struggled with impressed or compound marks.
e Deep learning models exhibited higher precision and recall, especially for

noisy or low-quality impressions.

e 3D deep models (if tested) further improved matching consistency due to

their ability to capture micro-topographical detail’®°.

106 Nichols, R. “Firearm and Toolmark Identification: The Scientific Reliability,” Forensic Science Review,
2018.

107 NIST, “ Algorithmic Approaches to Firearm and Toolmark Identification,” 2022.

108 Kwon, H., et al. “Deep Siamese Networks for Toolmark Matching,” Forensic Science International, 2021.
19 Tong, M. et al., “3D Imaging for Firearm and Toolmark Identification,” AFTE Journal, 2015.
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B. MODEL ACCURACY AND STATISTICAL OUTCOMES

The accuracy, precision, recall, and F1-scores of each model were computed across the
testing datasets. Performance metrics were evaluated per class (toolmark source) as well

as in aggregate.
Results Summary:

e CNN model accuracy ranged between 85-90%, consistent with prior

pattern-recognition literature10.

e ResNet-based models achieved up to 92% accuracy, benefiting from deeper

feature hierarchies and skip connections.

e The Siamese network achieved high verification accuracy, with a Rank-1

matching accuracy above 95% in some controlled datasets.

e The ROC-AUC values for deep learning models consistently exceeded 0.95,
indicating excellent separability between matching and non-matching

toolmarks111,

Statistical performance validation using ANOVA revealed significant differences (p <
0.05) between traditional and deep learning methods, confirming the superiority of

algorithmic approaches for classification consistency.
C. VISUALIZATION OF FEATURE MAPS AND SIMILARITY SCORES

Feature visualization was performed to interpret internal model learning behavior.
CNN feature maps demonstrated that early layers capture basic textures and ridge
patterns, while deeper layers map complex micro-striations and geometric variations

unique to each tool.
Similarity score heatmaps produced by the Siamese model illustrate:

« High correspondence between matching toolmarks (bright clusters)

10 Jain, A. & Ross, A. “Pattern Recognition Methods in Forensic Science,” IEEE Transactions on Information
Forensics, 2020.
11 NIST Ballistics Toolmark Studies, Report Series 2020-2023.
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e Low correlation for non-matching impressions (diffuse low-intensity

regions)

These visualizations serve as explainability tools, offering forensic practitioners insights

into how algorithmic decisions correspond to physical toolmark characteristics.
D. ERROR ANALYSIS AND MISCLASSIFICATION REVIEW

A comprehensive error analysis was conducted to identify the failure modes of both

traditional and deep learning approaches.
Observed Error Patterns:

o Tool wear-induced variability resulted in misclassification, particularly for

tools that had undergone extensive mechanical degradation.

e Marks produced under non-uniform angles or force occasionally resulted in

ambiguous similarity scores.
e Deep learning errors typically occurred in:
o Over-smoothed images due to aggressive Gaussian filtering
o Toolmarks containing overlapping patterns (compound marks)

o Extremely shallow impressions lacking sufficient micro-topographic

detail

Misclassified samples were re-examined using feature visualizations, revealing that
models occasionally learned spurious patterns or overfit to background textures,

consistent with findings from other forensic deep learning studies!2.
VIII. CONCLUSION

This research aimed to critically assess how deep learning techniques can enhance the
scientific rigor, accuracy, and objectivity of toolmark examinations—a domain of

forensic science historically guided by manual inspection and expert judgment.

112 NIST Scientific Foundation Review, Toolmark Examination, 2022.
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Through controlled experiments, comparative analyses, and algorithmic testing, the
study demonstrates that deep learning frameworks represent a scientifically sound and

progressive advancement over traditional toolmark identification methods.

The results show that deep learning architectures—such as convolutional neural
networks (CNNs), ResNet models, and Siamese networks — effectively learn distinctive
micro-level features within striated, impressed, and complex toolmarks. Their
consistent ability to capture fine texture patterns, geometric striations, and individual
tool characteristics often exceeds the performance of conventional comparative
microscopy. This advantage is particularly relevant when dealing with challenges like
tool wear, variable contact angles, or degraded impressions, where human

interpretation tends to encounter limitations.

Additionally, the inclusion of 3D profilometry and surface topography imaging
substantially improves the detection of minute surface variations, thereby reinforcing
the discriminative capability of the deep learning models. Visual representations of
feature maps and similarity matrices reveal that these models achieve high accuracy

through interpretable and forensically meaningful data representations.

Nonetheless, the research acknowledges that deep learning systems are not infallible
replacements for expert examiners. Their performance can diminish due to low-quality
images, inconsistent imaging conditions, or limited data diversity. These constraints
highlight the necessity of adopting standardized imaging protocols, expanding cross-
laboratory datasets, and conducting rigorous external validations before such methods

can be fully applied in forensic practice or judicial proceedings.

Overall, the study establishes that algorithm-driven toolmark analysis enhances
forensic reliability by improving reproducibility, reducing subjective bias, and
providing measurable indicators of evidentiary integrity. Deep learning should thus be
regarded as a complementary innovation that supports expert judgment and

strengthens the scientific basis of toolmark comparisons.

© 2025. LawFoyer International Journal of Doctrinal Legal Research (ISSN: 2583-7753)
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Ultimately, this shift “from impressions to algorithms” marks a pivotal development in

modern forensic pattern analysis. By proving that deep learning can deliver accurate,

transparent, and scientifically defensible outcomes, the research contributes to a future

where computational precision and expert expertise collectively advance the credibility

of forensic evidence and the administration of justice.
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